National Crime Prevention and Privacy Compact
COMPACT COUNCIL MEETING
DENVER, COLORADO
NOVEM BER 3-4, 2004
MINUTES

Ms. DonnaUzzdll, Chairman, Nationa Crime Prevention and Privacy Compact Council
(Council), cdled the Council mesting to order at 9:00 am. on November 3, 2004, in the Grand
Bdlroom of the Hyatit Regency Denver in Denver, Colorado.

Mr. Robert Armstrong, State Compact Officer from the Colorado Bureau of Investigation
provided opening remarks and welcomed attendees to Denver.

Mr. Todd C. Commodore, FBI's Crimina Justice Information Services (CJS) Divison's
Compact Officer, conducted roll call of the Council members. The following Council members, or their
proxies, were in attendance.

State Compact Officers:

- Ms. Debbie McKinney, Oklahoma State Bureau of Investigation
(Proxy for Mr. Rusty Feetherstone)

- Mr. Paul Heppner, Georgia Bureau of Investigation

- Ms. Julie LeTourneau, Minnesota Bureau of Crimina Apprehension

- Captain Timothy McGrail, Missouri State Highway Petrol

- Lt. John O'Brien, New Jersey Division of State Police

- Mr. Wilbur Rehmann, Montana Department of Justice

- Mr. David Sm, Kansas Bureau of Investigation

- Lt. Laurence Burns, Arizona Department of Public Safety
(Proxy for Mr. Michad Timmerman)

- Ms. Donna Uzzdll, Horida Department of Law Enforcement

State/l ocal Noncriminal Justice Agency Repr esentative:
- Mr. Robert Finlayson 111, Georgia Department of Human Resources

State/l ocal Criminal Justice Agency Representative:
- Ms. Carole Shelton, Maryland Department of Public Safety and Correctiond Services

Federal Noncriminal Justice Agency Representative:
- Ms. Lana Adams, Office of Personnd Management
(Proxy for Ms. Kathy Dillaman)
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Federal Criminal Justice Agency Representative:
- Mr. Jonathan Frenkel, Department of Homeland Security

CJIS Advisory Palicy Board (APB) Representative:
- Mr. Frank Sleeter, Sun Prairie Police Department, Sun Prairie, Wisconain

Federal Bureau of | nvestigation:
- Mr. Jerome Pender, FBI, CJS Divison

Other meeting attendees introduced themselves and the agency they represented.
(Attachment 1)

In recognition of Mr. Wilbur Rehmann's contribution to the Council and his pending retirement
from the Montana Department of Justice, Mr. Jerome Pender, FBI's CJIS Division, presented a letter
and certificate from the FBI thanking Mr. Rehmann for his years of service with the Council. Mr. Paul
Heppner, on behdf of the CJS Advisory Policy Board (APB), commended Mr. Rehmann's efforts and
skillsin coordinating ddlicate issues involving the CIS APB and the Council. Chairman Donna Uzzdl
presented Mr. Rehmann with aletter on behaf of the Council acknowledging his contributions to the
Council and his service as the Council's first Chairman. Chairman Uzzell commended Mr. Rehmann's
leadership abilities and how his experience guided the Council during its formative stages and
throughout his tenure as Chairman. During that time, twenty-one states ratified the Compact and twelve
states executed the Council's Memorandum of Understanding (MOU).

Next, the Council gpproved the minutes from the May 2004 mesting.

Compact Council Action: Mr. David Sm made a motion to approve the May 2004
minutes. The motion was approved by acclamation.

Due to the vacancy of the Council's Vice-Chairman position, Chairman Uzzell conducted a
gpecid dection to fill the vacant Council's Vice-Chairman position. She reviewed applicable Sections
7.2, 7.3, and 7.4 of the Bylaws regarding e ections and opened the floor for nominations. Mr. Paul
Heppner nominated Mr. David Sm. Captain Tim McGrail seconded the nomination. No other
nominations were made for Vice-Chairman.

Compact Council Action: Mr. Paul Heppner made a motion to close the nominations
for Vice-Chairman. The motion was seconded by Captain Tim McGrail. Mr. Sim won
the election by acclamation.
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Topicl Standar ds Committee Report on the Establishment of Minimum Standards
for Identification Verification of Applicants When Being Finger printed

Mr. Scott Phillips, FBI's Council staff, presented information to the Council regarding FBI
Council g&ff's efforts on establishing minimum standards for verifying the identity of gpplicants when
being fingerprinted. (Attachment 2)

The FBI's Council gaff examined different effortsin the development of biometric-based
identification forms, the different models employed by states and agencies for verifying an applicants
identity, and the chain of custody issue.

Chairman Uzzdll requested the Council members forward their ideas regarding identification
verification to her, the FBI's Council g&ff, or the Standards Committee. The Standards Committee will
address thistopic in more detall at its next meeting and provide recommendations to the Council for its
congderation at the spring 2005 Council meeting.

Chairman Uzzdll then announced that Mr. Paul Heppner would be the new chairman of the
Standards Committee and thanked him for accepting the position.

Compact Council Action: Thistopic was accepted asinformation only.

Topic?2 Standards Committee Report on the Outsour cing Proposed Rule and the
Draft Security and M anagement Control Standards

Mr. Wilbur Rehmann provided background information regarding the Outsourcing Proposed
rule. He explained that at the request of the FBI in April 2002, the Council began examining methods
and procedures to permit the outsourcing of noncrimind justice adminigtrative functions involving access
to crimina history record information (CHRI).

In May 2004, the Trangportation Security Adminigtration (TSA) solicited the Council to publish the
Outsourcing rule to authorize their use of third party vendors for the Hazardous Materias (Hazmat)
program. The Council agreed to prepare alimited scope rule on TSA's behaf before the November
2004 Council meeting. However, the FBI's Council gtaff, in consultation with Chairman Uzzell,
decided not to proceed with the limited scope rule as the proposed rule was nearing completion.
Therefore, the FBI's Council staff incorporated the comments from the

May 2004 Council meeting and submitted the Outsourcing rule and the standards to the Federal
Regigter on October 28, 2004, to be published together. (Attachments 3 and 4)

Ms. Barbara Wiles, FBI's Council staff, described the significant changes to the Outsourcing
rule snce May 2004. The rule now includes only areference to the CJ'S security policy as the specific
citations from the CJI'S security policy were removed. The FBI's Office of the Generd Counsel
(OGC), aswdll asthe U.S. Department of Justice (DOJ) Office of Legd Policy, provided their
comments. The Council's Executive Committee reviewed and gpproved the changes, Chairman Uzzell
sgned the rule, and the FBI's Council staff forwarded it to the Federd Regidter.
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Following the day's meeting, the Council met out of sesson to discuss the satus of the
Outsourcing rule and how to accommodate TSA's prior request regarding an Interim Fina Rule (IFR)
and the fact that the CJIS Division had submitted the proposed rule to the Federal Register for
publishing. Mr. Commodore reported that he had contacted the DOJ and requested that they hold the
find rulein abeyance. To accommodate TSA's needs, the Council decided to publish the rule as an
IFR to be effective on the date published (sometime before the end of the 2004 calendar year) so that
the entities who need to use the Outsourcing rule may do so.

Compact Council Action: Ms. Carole Shelton made a motion to accept the

Outsour cing Proposed Rule and the Draft Security and Management Control
Standar ds with the proposed changes, asan interim final rule with an effective date of
December 31, 2004. Mr. Robert Finlayson seconded the motion. Motion carried.

Topic3 Update on TSA Hazmat Program

Mr. Commodore, FBI Compact Officer, explained that during the May 2004 Council meeting,
the Council requested the FBI's Council staff to prepare alimited scope rule for TSA to accommodate
their implementation of Section 1012 of the Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001 (USA PATRIOT Act).
Following subsequent dia ogue between the FBI's Council staff, the Council's Executive Committee,
and the Council's Standards Committee, they decided to publish the Outsourcing rule, which was
submitted to the Federal Register. Mr. Commodore further explained that TSA had met the three
requirements from the motion that was made at the last Council meeting regarding outsourcing.

Next, Ms. PaulaBarron, FBI's Council staff, updated the Council regarding TSA's Hazmat
program. She briefed the Council about the American Association of Motor Vehicle Administrators
(AAMVA) - USA PATRIOT Act working group. The working group consists of approximately
twenty representatives from various state Department of Motor Vehicle (DMV) agencies. AAMVA
and TSA work closdly to conduct security threat assessments. Ms. Barron serves asthe CJIS
Divison'sliaison to the AAMVA - USA PATRIOT Act working group regarding the various initiatives
involving the CJI'S Divison and the Coundil.

Next, Mr. Rehmann explained hisrole with TSA and the states. He explained he has examined
the business practices of Florida, Georgia, Maryland, Pennsylvania, Montana, Texas, Cdifornia, New
Jersey, and Colorado regarding the Hazmat process. TSA plansto vidt as many sates as possible
before the January 2005 deadline. They intend to visit Tennessee, North Caroling, and Illinois to
undergtand the issues regarding Hazmat endorsements.

Next Ms. Cathy Morrison, TSA, provided an update on the TSA Hazmat Program viaa

conference cal. Ms. Morrison explained that her report would be generd as TSA isdill intherule
making phase. Ms. Morrison provided the following information regarding the TSA Hazmat Program:
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. The fee rule has been submitted to the Office of Management and Budget (OMB) and will be
sent to the Federal Register for publication.

. The processruleisat OMB. TSA isoptimigtic that OMB will release a published rule by
November 12, 2004. If it isnot published by that date then TSA will distribute an exemption
form from the current regulation detailing the implementation process.

. TSA intends to award the collection contract by the end of November 2004. The contractor
respongbilities will include collecting drivers gpplications, fingerprints, fees, and then
trangmitting them to TSA. The DMV's and state Homeland Security advisors will provide the
necessary details for the states to proceed without delay. Approximately 42% of the States,
based on driving population, have indicated that they will be performing application,
fingerprinting, and fee collection functions themsdves. Approximately 29% of the states have
yet to determine their preferences.

. TSA anticipates that the initiation fee will not exceed $50.

. TSA isinvolved in two weekly conference calswith AAMVA. Oneisatechnica conference
cdl and the other iswith state representatives from the AAMVA-USA PATRIOT Act working
group that discusses policy and/or technica concerns. TSA continues to conduct the state visits
and communicates with the states viae-mail.

. TSA has updated its Web ste with dl the components relevant to the Hazmat program.
Chairman Uzzd| requested TSA provide the Council with a state by state template of each

state's plan for proceeding and provide alist of states that could be surveyed.

Ms. Morrison explained she would provide the information requested, if possible.

Compact Council Action: Thistopic was accepted asinformation only.

Topic4 Discussion of the Revised Footnote in the State National Fingerprint File
(NFF) Qualification Requirements

Ms. Barron discussed the NFF qudification requirements and explained that during the May
2004 Council meeting, Mr. Mike Timmerman, State Compact Officer from Arizona, raised a question
about afootnote included in the NFF qudification requirement 1(a) pertaining to atechnica
requirement for the sates. At that time, Mr. Timmerman explained that when Arizonds candidate name
search from afingerprint submission resultsin a potentid candidate, then Arizonas system verifiesthe
candidate's fingerprints. When the name search yields no potentia candidate(s), then Arizonas system
automaticaly forwards the fingerprints to the CJ'S Divison for a seerch of the nationd fingerprint
database without atechnica search of its automated fingerprint identification syssem. Mr. Timmerman
requested the Council examine this issue and determine if Arizona's technica search policy met the
requirements as described in the NFF qualification requirements footnote. In May 2004, the Council
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revised the footnote to specify that atechnica search of the fingerprints at the state level must be
performed prior to submitting the fingerprints to the CJS Divison. In addition, the Council requested
that the Standards Committee further examine this state qudification requirement and footnote and
provide a recommendation to the Council.

In August 2004, the Standards Committee decided that the suggested revision to the footnote
requiring a Sate technica search should remain as a state NFF qudification requirement. Lt. Larry
Burns (proxy for Mr. Timmerman) proposed that the requirement for a state technical search following
an unsuccessful candidate search be re-examined.

Compact Council Action: Lt. Larry Burns made a motion that the Council address
Arizona's concernsand look at changing this qualification. There was no second.
Motion failed.

Chairman Uzzell expressed her gppreciaion to Lieutenant Burns for bringing Arizonds
concerns and comments to the Council. She explained that the Council understands the issues facing
Arizona and the financid factors involved and will take that into consderation when Arizona beginsto
participate in the NFF program.

Topic5 Dr aft Notice of Approved M ethods of Positive | dentification for Noncriminal
Justice Purposes

Mr. Phillips provided background information regarding the notice for the Council's accepted
methods of pogitive identification. He explained that as aresult of legidation and other federa
mandates, numerous questions have surfaced regarding what congtitutes the definition of postive
identification. The CJS Divison's Assistant Director requested that the Council examine this issue and
provide claification regarding the definition of pogdtive identification as defined in the Compact.

At the May 2004 Council meeting, the Council discussed the definition of positive identification
relative to noncrimind justice purposes and fingerprint submissons. In addition, the CJS Divison dtaff
briefed the Council regarding the find report of the National Fingerprint-Based Applicant Check Study
(N-FACS). The Council gpproved the following motions a the May 2004 meeting regarding positive
identification:

Moation1 Ms. Uzzdl made amotion that the Council define one method of postive
identification based on a submission of ten-ralled fingerprints with verification of
identification by a comparison of fingerprints. Mr. Rehmann seconded the motion. The
motion carried.

Moation2 Mr. Rehmann made a motion that the Council accept the Standards
Committee's recommendation that ten-flat fingerprints comprise another standard for
determining positive identification for noncrimind justice purposes so long asthe
reliability meets or exceeds the CJIS Divison's Integrated Automated Fingerprint
Identification System (IAFIS) specifications and there is no degradation of IAFIS
sarvices. The motion carried.
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Motion3  Mr. Rehmann made amotion that the Council accept the Standards
Committee's recommendation to endorse the near-term implementation (within six
months) accompanied by a stlandard for capture devices as explained in the

N-FACS report and that the FBI move forward with implementation as long as there
is no degradation to IAFIS services. The motion carried.

The Council endorsed future FBI fingerprint pilots, whereby an acceptable scientific
reliability may be shown which deviates from the ten-rolled fingerprints and other accepted standards
for pogtive identification. The Council endorsed pilots involving less than ten-rolled fingerprints to be
conducted by the CJIS Divison in conjunction with the state/agency willing to conduct such pilots. The
pilot should produce appropriate statistical and scientific analysis which should be brought before the
Council for adiscussion of the pilot's merits. Furthermore, the Council concluded that the definition in
Article | (20) of the Compact speaks of a"comparison of fingerprints’ without specifying how many
fingerprint images, therefore, the definition is flexible enough to accommodate any future position the
Council may favor concerning using less than ten-rolled or flat fingerprints.

During the May 2004, mesting the Council requested the FBI's Council staff to prepare a draft
notice for publication in the Federal Register (Attachment 5) explaining the Council's gpproved
methods of pogtive identification. In August 2004, the Standards Committee reviewed afirst draft of
the notice and made suggestions and changes for the FBI's Council staff to incorporate. During
discussion of the notice, Chairman Uzzdll requested that language explaining which standards and/or
Specification to be used should be referenced in the notice, aswell as afederd and state point of
contact. The Council considered the following suggestion for the Summary portion of the notice:

SUMMARY: Atits May 2004 mesting, the Compact Council, established by the Nationa
Crime Prevention and Privacy Compact (Compact), approved two methods for determining
postlveldentlflcatlon [de‘med inArtidel (20) of the Compa:t] for noncrimina Justlce

purposes or-ftitt = 5f-a T

eempaet—eemﬁefﬁee Information regardlng astateor federal agency sacceptable
standar ds and technical capabilitiesto process finger prints should be obtained from

the State Compact Officer in a Compact State, the Chief Administrator of the State
Central Repository in a non-Compact State, or the FBI Compact Officer.

The Council agreed to the following change on page 4 of the notice:
"nor shal it degrade the search accuracy and/or computing capacity of the FBI's CJIS

Divison's Integrated Automated Fingerprint Identification System (IAFIS) as deter mined by
the FBI CJIS."
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The Council agreed to the following addition on page 4 of the notice:

Future dterndives for determining positive identification of criminal history record checks
must be coordinated with the FBI's CJIS Division, and the scientific rdiability should not
ggnificantly deviate from the religbility of ten-rolled fingerprints, ten-flat fingerprints, and other
Compact Council accepted methods for positive identification for noncrimina justice purposes.

Mr. Frank Campbell, DOJ, opined that he would like DOJ gaff to review the draft notice to
determineif it should be published as arule instead of a notice.

Compact Council Action: Lt. John O'Brien made a motion that the Council approve
the Notice of Approved Methods of Positive Identification for Noncriminal Justice
Purposes with the proposed changes and publish it as a proposed noticein the Feder al
Reqister with a caveat that if the DOJ decidesthat it should not be published asa
notice then the topic will be readdressed at the next Council Meeting. The motion was
seconded by Ms. Debbie McKinney. Motion carried.

Topic6 Two-Print Pilot with Department of State (DOS)

Ms. Tracy Pacoe, CJIS Division staff, and Mr. David Boyd, DOS, presented this topic.
(Attachment 6)

Ms. Pacoe explained the CJIS Divison's rdationship with DOS as aresult of the requirements
of the USA PATRIOT Act of 2001, which authorized DOS to receive Nationd Crime Information
Center (NCIC) and Interstate |dentification Index (111) data extracts from the CJ S Divison. DOS
importsthe 11l and NCIC datainto its Consular Lookout and Support System (CLASS), which isthe
system that DOS uses to conduct initid name checks of visa gpplicants a embassies and consulates
world wide. In addition, she explained that DOS and the CJIS Division intend to conduct a pilot with
the San Sdvador consulate that will dlow the submission of two fingerprints of visa gpplicants following
aninitid check of the Department of Homeland Security's Automated Biometric Identification System
(IDENT). If the IDENT check resultsin a"hit", the San Salvador consulate will eectronicaly submit
the two-print fingerprint containing the FBI number obtained from IDENT. Then, the CJS Divison
will verify the two-print fingerprint submisson with the submitted FBI number and respond
electronicaly to the San Salvador consulate. In addition, she summarized the other ten-print fingerprint
pilots with DOS Mexican consulates as follows:

. Consulates submit to the CJ'S Division using different ten-print scanners to submit ten-flat
fingerprints (Cuidad Juarez, Mexico City, Monterrey, and Guada gjara)

. Two-print submissions with a quoted FBI Number (San Salvador)
The Council requested additiona information regarding the two-print fingerprint pilot with San

Sdvador. Specificaly, the Council requested atime line for completion of the pilot, objectives of the
pilot, criteriafor evauation, and an explanation of the CJ'S Divison and DOS two-print fingerprint pilot
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process. Chairman Uzzdl thanked the DOS personnel for attending the meeting and encouraged
attendance at future meetings to discuss the progress of the fingerprint pilots.

Compact Council Action: Mr. Frank Sleeter made a motion to endor sethe DOS,
Bureau of Consular Affairs Two-Print pilot with the under standing that the specific
objectives of the pilot including the evaluation criteria, be provided to the Council at
the Spring 2005 Council meeting. The motion was seconded by Mr. Paul Heppner.
Motion carried.

Topic7 User Fee Ad Hoc Committee Report

Lt. Tom Turner, Chairman, User Fee Ad Hoc Committee (Committee), provided an overview
of the telephone conference conducted in October 2004. The Committee agreed to study the services
provided by states based on the fees collected from gpplicant fingerprint submissons. The Committee
recommended a survey of the states that would focus on its use of fees generated from fingerprint
submissons. The Nationd Consortium for Justice Information and Statistics (SEARCH) agreed to
assis the Committee with development of the survey and questions. The Committee will review the
draft survey questions and request input from the Committee for additiona questions before sending the
survey to the states in December 2004. The Committee will analyze and evauate the information
provided by the states regarding the fees and provide a report to the Standards Committee and the
Council.

Additiondly, Mr. Commodore provided darifying information regarding the FBI's current
fingerprint fee. He explained that the processing fee for fingerprintsis $24; however, a$2 rebate is
awarded when a date agrees to be billed directly by the CJS Divison. The CJS Divison plansto
send aletter to contributors that explains the fee schedule.

Compact Council Action: Thistopic was accepted asinformation only.

Topic8 Report from National Conference of State Liqguor Administrators (NCSLA)

Mr. Commodore explained that the National Conference of State Liquor Administrators
(NCSLA) had contacted the CJI'S Divison about channeling fingerprints on behdf of acoholic
beverage license gpplicants. Mr. Commodore suggested that the NCSLA address the Council
regarding itsintentions. Mr. Matt Cook, an officer with NCSLA and director of the State Liquor
Enforcement of Colorado, explained that for the past five years, NCSLA has extensively researched
the possibility of channeling fingerprints on behaf of its agpplicants across the United States. Mr. Cook
explained that the NCSLA proposa would allow NCSLA to become a channeler on behaf of
acohalic beverage license gpplicants who seek licensure in the 27 dates that are compliant with Public
Law 92-544. NCSLA's proposal calsfor an NCSLA officer to submit asingle set of fingerprintsto
NCSLA who would submit the fingerprints to the FBI's CJS Divison on their behaf. Any CHRI
would be distributed pursuant to established guiddines.
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Mr. Wilbur Rehmann requested clarification of NCSLA's intentions. Mr. Cook explained that
NCSLA intended to use the Outsourcing rule as authorization to act as the channeling agency;
however, in the absence of an Outsourcing rule, NCSLA may consider approaching Congress to pass
legidation onits behdf. Mr. Rehmann explained that the Outsourcing rule will not supercede state laws
that require fingerprint-based checks at the Sate level before anationd check. After consderable
discussion of the issue, Chairman Uzzell agreed to refer thistopic to the User Fee Ad Hoc Committee.

Compact Council Action: Mr. Jerry Pender made a motion to refer thistopic to the
User Fee Ad Hoc Committee for educational purposeson both sides, sothat NCSLA
can be educated on what their issueswill be and also so that the Council can
understand long-term strategy and what they need to be taking into account on further
issues that need to be addressed. Mr. Paul Heppner seconded the motion.

Motion carried.

Topic9 Standar ds Committee Report on the Update on the FBI Interstate
| dentification Index (111) System Policy for Criminal Justice Purpose Name
Checks (Purpose Code“ C”) at Federal Office Buildings and Facilities

At the October 2003 Council meeting, the Council discussed the CJS APB policy dlowing 111
name checks of contractors requiring access to federd facilities. In 1996, the CJS APB authorized the
use of Purpose Code "C", crimind justice purposes, to conduct I11 background name checks of
contractors entering federd facilities. This change in policy was made prior to the Compact Act being
passed. The Council's Standards Committee discussed the fact that since the enaction of the Compact
Act, the use of Purpose Code "C" to conduct |11 background checks on contractors entering federal
facilities as authorized by the CJS APB policy may need to be reconsdered.

The Standards Committee recommended the formation of a committee comprised of
representatives of the CJIS APB and the Council to meet with CJ'S Divison personnd to discussthe
CJS APB gpproved policy. The newly formed committee will research thistopic and related issues
and provide potentid dternatives that would be acceptable to both the Council and the CJS APB.

Compact Council Action: Mr. Jerry Pender made a motion that the CJIS Divison
staff convene an Ad Hoc wor king committee with the Compact Council and the CJIS
APB to definethe criteriathat should be used to determineif accessto 111 datafalls
under theadminigtration of criminal justice or noncriminal justice purposes. The
motion was seconded by Mr. Frank Seeter. Motion carried.

Topic10 Sanctions Committee Report

Ms. Julie LeTourneau, Chairman of the Sanctions Committee, provided an update on the
proposed revisionsto Title 28, Code of Federal Regulations, Part 905. The Sanctions Committee
recommended publishing the Sanctions rule pending the Council's gpprovd.
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During the Sanctions Committee meeting on November 2, 2004, the Committee reviewed
the recently conducted CHRI audits from eight states based on the proposed Sanctionsrule. The
Sanctions Committee reviewed the CJ'S Audit Unit's (CAU) findings regarding the Compact states and
those states that Sgned a Memorandum of Understanding (MOU) for compliance with the Compact
and applicable Council rules. Additionaly, the CAU reviewed the NFF states for NFF compliance, as
well as other Compact-related compliance issues. Further, the CAU reviewed non-MOU and non-
Compact gates for compliance with Council rules, which the CJIS Division has adopted for genera
use. The Sanctions Committee recommended sending letters to the states after areview by Chairman
Uzzdl. Following CAU's summary of itsfindings, the Sanctions Committee decided it will report to the
Council any serious violations with recommendations on a course of action. Ms. LeTourneau reported
that none of the states had any violations that would have required such action.

The Sanctions Committee aso reviewed the pilot Noncrimina Justice Agency (NCJA) Audits.
Since March 2004, the CAU conducted NCJA Audits of 12 states, the American Bankers
Association, induding six banking indtitutions, and five Federd channeling agencies. The CAU agreed
to provide the Sanctions Committee with the methodol ogy, the findings of the pilot audits, and
evauations for the Sanctions Committee to make recommendations for the Council to consider before
proceeding with the audits.

Compact Council Action: Ms. Julie LeTourneau made a motion to approvethe
publishing of the Sanctionsrule aswell as publishing the notice of the NFF audit
methodology and the sampling standards. The motion was seconded by Lt. John
O'Brien. Motion carried.

Topic11 Utilizing the Delayed Fingerprint Submission Rulefor Federal Emer gency
M anagement Agency (FEMA) Criminal History Record Checks

Mr. Danny Moye, FBI OGC, explained that FEMA contacted OGC and explained their need
to conduct between 1,000-2,000 background checks of temporary employeesto handle natural
disasters and emergency Stuations. Because of the hurricanesin Florida, FEMA needed to hire
temporary employees quickly; therefore, they requested the ability to conduct 111 name-based checks
prior to submitting fingerprint-based background checks. Mr. Moye contacted the FBI's Compact
Office who contacted the Compact's Executive Committee to explain FEMA's request. The Council's
Executive Committee temporarily authorized FEMA's access to 111 under the scope of the delayed
fingerprint submisson rule. The CJIS Divison established procedures whereby the Federal Protective
Service conducted the 111 name-based check on behaf of FEMA and the fingerprints would be
submitted to the CJIS Divison by courier on adaily basis, therefore meeting the fifteen day requirement
of therule. Mr. Moye explained that FEMA would be providing aformd request to the Council.

Compact Council Action: Ms. Carole Shelton made a motion to accept the FEMA
proposal to utilize the Purpose Code™ X" for 111 Criminal History Record Checksfor
emer gency Stuations and publish in the form of a noticein the Federal Register. Mr.
Robert Finlayson seconded the motion. Motion carried.
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Topic 12 Status Update on the Prosecutorial Remedies and Other Toolsto End the
Exploitation of Children Today (PROTECT) Act of 2003

Mr. Allen Nash, CJIS Divison Staff, provided a status of the PROTECT Act and the pilot
program (Attachment 7). In 2003, the President signed into law the PROTECT Act pilot program.
The Act requires the U.S. Attorney Genera to establish a pilot program for volunteer groups to request
and obtain state and nationa fingerprint-based background checks on volunteers. The three
organi zations participating in the pilot program are the Nationd Mentoring Partnership (NMP), the
Boys & Girls Clubs of America(BGCA), and the National Council of Y outh Sports (NCY'S). The
pilot program is scheduled to run from July 29, 2003 to January 31, 2005. The purpose of the pilot
program isto evauate modeds for conducting crimina history background checks on individuas that
work with children, the elderly, and the disabled. The Act consgts of two parts, the child safety pilot
program and the state pilot program. Three states were initidly identified to participate in the state pilot
program: Montana, Tennessee, and Virginia. FHorida became the fourth participating Sate as aresult
of discussions during previous Council meetings and Standards Committee meetings. FHorida became a
participant to represent the option of disseminating crimina history records to the qudified entity and
alowing them to make the fitness determinations. Under the state pilot program, the Sates are doing
the fitness determinations in accordance with their own procedures. Under the child safety pilot
program, the FBI providesthe crimina history records to the National Center for Missing and
Exploited Children (NCMEC). NCMEC aso worked with volunteer organizations to devel op fitness
criteria

Mr. Nash provided the following accomplishments of the PROTECT Act:

Manuad In-Electronic Out - The FBI is sending eectronic responses to fingerprint card submissions
received manudly.

Paper Check Conversion - Organizations now submit a payment check when they submit the
fingerprint card. Then, the CJIS Divison eectronicaly submits the check to the U.S. Treasury
Department. Once the funds are approved, the CJI'S Divison proceeds with processing the fingerprint
submission.

Electronic Submission of fingerprints via LEO - NMP submits fingerprints via Law Enforcement Online
(LEO). The fingerprints are submitted dectronicaly viaadid-up connection. A recent technical
upgrade to LEO now dlows the fingerprints to be transmitted within seconds as opposed to 15 minutes
or more before the upgrade.

Record Chdlenge Process- The PROTECT Act gives every individua who undergoes a background
check the right to request a copy of their record and challenge the accuracy and completeness of the
information in that record. Previoudy the individua had to submit a departmenta order, which meant
they had to submit a separate fingerprint card and its associated fee. In the letter to the gpplicant, a
transaction number is provided dong with forms to request a copy of their crimind history record for
themsdlves, the volunteer organization, or both. Approximately 49 of these requests have been
received to date.

Page 12 of 17



Mr. Nash discussed a survey sent to the volunteer organi zations regarding customer
expectations. The volunteer organizations sent the survey to their members. The NCY S provided one
response, the BGCA provided approximately 60 responses, and NMP provided approximately 400.
The CJS Divison provided the data from the survey to the Bureau of Justice Statigtics (BJS) for their
expert assstance. BJS has prepared a draft copy of the conclusions, but is waiting for the draft copy to
be approved prior to disseminating the results. Mr. Nash advised that a preliminary result indicated that
for most volunteer organizations the impediments to fingerprint background checks involves not only a
financid cogt but dso accessihility to fingerprinting mechanisms that create problems for volunteer
organizations.

Next, Mr. Nash provided information regarding an Ad Hoc study to examine the accuracy of
federd records versus state records and public name checks versus fingerprint-based checks. The Ad
Hoc study is ongoing and should be finished by January 31, 2005. Another Ad Hoc study regards
providing crimind history records to the qudified entity. SEARCH asssted with asurvey involving 24
datesthat indicated the benefits of disseminating the crimind history information to the qudified entity.
In addition, 34 datesindicated ther preference of having the option of providing crimind history record
checks directly to the qudified entities.

Compact Council Action: Thistopic was accepted as infor mation only.

Topic13 Discussion on House Bill H.R. 10 “ The 9-11 Recommendations
| mplementation Act”

Chairman Donna Uzzdl explained that the H.R. 10 Bill indluded various legiddtive issues with at
least four that reference CHRI background checks. Section 21-42 of H.R. 10 includes a provision that
would require the U.S. Attorney Generd to establish a pilot program providing employers the ability to
request CHRI under applicable state laws authorizing such arequest and to provide the CHRI to the
employer. Section 21-45 is a provison authorizing the sate's Pub. Law 92-544 datutes to be utilized,
and when such a gatute is absent, the check could be made directly to the FBI. Another section of the
bill discusses the establishment of anationd clearinghouse for security guard background checks. This
clearinghouse would be implemented within one year following the passage of the legidation. Mr.
Moye noted that the Compact was not mentioned in the bill as areference,

Chairman Uzzdl contacted the Council's Executive Committee regarding the H.R. 10 Bill and
they decided to prepare awritten resolution to Congress. However, after consulting with the DOJ, the
Executive Committee agreed that Chairman Uzzell would prepare aletter to Congress representing the
date of Horida and indicating its concerns regarding the bill.

Mr. Owen Greenspan, SEARCH, provided a status report of the bill in Congress. He
explained as of November 1, 2004, the House and Senate had not reached an agreement regarding the
establishment of the Nationa Intelligence Director position. Mr. Robert Holloran,

Nationa Background Data, commented that the Nationa Association of Professona Background
Screeners and the Consumer Data Industry are lobbying very strongly for the H.R. 10 bill to be passed.
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Chairman Uzzdll discussed the role of the Council and the Compact Act in providing
information to Congress regarding potentia legidation that involves or is of interest to the Council.
Chairman Uzzd| discussed the fact that the Council could serve as a vauable resource to Congressiona
members as they condder legidation that may in fact fal within the purview of the Council's authority.
Mr. Campbell, DOJ, explained that he fdlt if potentid legidation appeared to involve the Compact Act
and the Council it ssemsthe bill's sponsor is unaware of it, then the Council may judtifiably intervene to
assig in educating the lawmakers as they proceed with the work on the potentia legidation. Further,
Chairman Uzzdl| fdt that creating a Council Web ste would assst in providing a Web-based forum to
obtain Council and Compact Act information.

Compact Council Action: Thistopic was accepted as infor mation only.

Topic #14 L egidative Update

Mr. Danny Moye, FBI OGC, presented information regarding federal legidation, both pending
and current enacted laws, introduced in the 108th Congress that may impact the CJIS Divison and its
user community. Mr. Moye advised that any questions regarding the legidative update should be
referred to him or Ms. Melody Ferrdll, FBI OGC.

Mr. Moye discussed HR 218, which authorizes conced ed weapons permits for retired and
active law enforcement officers. Mr. Moye mentioned that federal and state agency's concerns with
this bill are being examined by the DOJ. One of those concernsis what would happen if the retired
officer registered in one state moves to another ate (i.e, Would the officer be required to undergo
another background check?). Mr. Moye advised that 111 and NCIC would be the only available
databases for these background checks and not the Nationa Instant Crimina Background Check
System database.

Next, Mr. Gary Barron, CJ S Divison staff, discussed the Medicare Prescription Drug
and Modernization Act of 2003. Mr. Barron explained that one provision of thisact provides for a
pilot program to evauate national and state background checks on direct patient access employees of
long-term carefacilities.  The respongbility for this pilot belongs to the Secretary of Health and Human
Services, specificaly the Center's for Medicare and Medicaid Services (CMM) Department with
assigance fromthe U.S. DOJ. The act permits the federal government to enter into agreements with up
to ten states to conduct the pilot program. The act provides 25 million dollars to implement the pilot
and produce a Government Accounting Office report of the pilot in 2007.

The CMM conducted severd tel econferences with entities within the states to coordinate the
pilot and provide information regarding the process. The CMM distributed a solicitation package for
participation that provided the requirements for the pilot. The pilotsintend to begin by the end of
January 2005.
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Compact Council Action: Mr. Paul Heppner made a motion that the Council send out
a blanket informational brochure (reviewed and approved by DOJ) to Congressional
member sto educate them on the Compact and to send personalized letters (reviewed
and approved by DOJ) to those who have introduced bills regar ding background
checks. The motion was seconded by Ms. Carole Shelton. Motion carried.

Topic #15 Status Report on Pending Rules and Notices

Ms. Paula Barron provided a report on the following pending rules and notices.
Record Screening Rule (Attachment 8)

Ms. Barron guided the Council through areview of the comments (shown in highlight/strikeout
in the attachment) from the most recent OGC and DOJ review.

Compact Council Action: Mr. David Sm made a motion to revert back to theoriginal
language in Section 904.3, State Criminal History Record Screening Standar ds, of the
Recor ds Screening Rule and add " subject to the Compact” after theword " search”. The
motion was seconded by Ms. Carole Shelton. Motion carried.

The new language will read asfollows. Thefollowing record screening standards
relateto criminal history record information received for noncriminal justice
purposes asa result of a national search subject to the Compact utilizing thelll
system.

Compact Council Action: Mr. Frank Seeter made a motion to accept and publish the
proposed rulefor Criminal History Record Screening for Authorized Noncriminal
Justice Purposes, including the changesreferred to in the above motion regarding
Section 904.3. The motion was seconded by Mr. Jerry Pender. Motion carried.

NFF Qualification Requirements Rule and Notice (Attachment 9)

The proposed change for thisrule is under Section 905.2 and will provide consistency between
language in the rule and that contained in the notice. The following phrase was added, "each NFF
program participant will meet the standards set forth in the NFF qudification requirements as
established by the Council and endorsed by the FBI's CIS APB."

Compact Council Action: Ms. Lana Adams made a motion to publish the NFF
Qualification Requirements Rule and Notice with one change, the removal of theword
"final" from the sentence in the summary section of the notice which will now read,

" The Council coordinated the development of the NFF Qualification Requirements
with the FBI's CJI S Divison staff and forwar ded thefirrat- document to the CJIS APB
for itsendorsement prior to publication. The motion was seconded by Mr. Paul
Heppner. Motion carried.
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Mr. Campbell, DOJ, requested a further review of the NFF rule and notice.
Chairman Uzzdl|l requested the FBI's Council staff to proceed with publication in the Federal Regigter if
DQOJ does not have substantive comments. The proposed rule and notice should be returned to the
Council to consider any substantive comments.

Topic #16 Compact Council Web Site

Chairman Uzzdl mentioned the testimony she made to a Congressiona subcommittee regarding
the Compact Act and the Council. While conducting research for the testimony, she discovered that
the limited information available on the internet was outdated and of little vaue. In addition, Mr.
Commodore explained that the issue of a Council World Wide Web (Web) site has been mentioned
during previous metings. There has been padt interest from the Council and its members in establishing
a Council Web ste accessible by dl Council members, those from both noncrimina and crimina justice
agencies, aswell asto the generd public. This Web ste could include the misson statement of the
Council, the Council Bylaws, Council membership list, upcoming meeting information, topic papers,
past meeting minutes, current initiatives, Counail rules and notifications published in the Federa
Regiger, and historic documentation.

Next, Mr. Commodore reviewed the options available for the Council to consider. Thefirst
option would provide alink on the www.fbi.gov Web site that would include Compact Council
information. The www.fbi.gov Web site would alow access to personnel from noncrimind and crimina
justice agencies, aswdl asthe generd public. LEO isanother option, however, it would only be
available to crimind justice agencies. The SEARCH Web site, www.search.org, is another option for
the Council to consder. The find option would be for a ate to volunteer as host of the Web site on
behaf of the Council.

Mr. Commodore advised that initialy time and resources would be expended in establishing a
link & the www.FBI.gov Web Ste, but once established the FBI's Council staff would maintain the Ste
on behdf of the Council. Mr. Commodore explained that LEO could il be utilized and any restricted
information would be available via LEO. Generd public information would be avallaole a the
www.fbi.gov Web site.

Compact Council Action: Mr. Paul Heppner made a motion to approvethe
establishment of a Compact Council web ste, utilizing the www.FBI.gov Web site. The
motion was seconded by Mr. Jerry Pender. Motion carried.

ADDITIONAL TOPICS
Update on the Rap Sheet Standar dization

Mr. John Loverude, former Chairman of the Joint Task Force (JTF) on Rap Sheet
Standardization provided an update on the Rap Sheet Standardization project (Attachment 10). Mr.
Loverude explained that the objectives of the JTF were to develop a standardized crimind history
transmission format, to devel op a standardized presentation format, and to devel op a concept of
operations which combines crimina higtories from multiple sources into asingle crimina history rap
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sheet. Currently, three states and the FBI are participating in this program. Texas intends to implement
the standardized rap sheet by the end of 2004 and severd other statesindicated they are preparing for
it.

Mr. Loverude explained that the Internationa Justice and Public Safety Information Sharing
Network (NLETS) plans to conduct an Extensible Markup Language (XML) Implementers
Conference to ass s states and entities implementing the standardized rap sheet. The one day
conferenceis tentatively planned for January 12, 2005. On January 13 and 14, 2005, NLETS will
offer assstance with other XML - related implementations.

Compact Council Action: Thistopic was accepted as infor mation only.
Submitting Name Checksvia LEO

Ms. Debbie Chapman, CJIS Divison gaff, provided information regarding the name check
process via LEO and a brief overview on improvements that have been made to the name check
process. (Attachment 11)

In June 2004, additiona information was added to the L0008 error message. This change
provides a clear indication when candidates are found in IAFIS processing.  If candidates were there
but were not able to be idented or non-idented, the FBI wanted to return thisinformation to the
contributors so they would know that another fingerprint card was needed. A name check request
form isnow available on LEO, and islocated under LEOSIG, PUBLIC SIG, CJ'S, PROGRAMS, 11
and then On-Line Name search Form. Responses are returned via LEO to the point of contact that is
provided on the origind request. Name check requests were previoudly only accepted viamail or fax.

Just under 4,000 name checks are done on an average month. Ninety-nine percent are
completed on the day of the request and the Ident rate is 1.71 percent.

Compact Council Action: Thistopic was accepted as information only.
OTHER BUSINESS

Chairman Uzzdl mentioned that the Executive Committee will congst of the chairs of the other
Council committees which include Mr. David Sm, the Vice-chair of the Council and chair of the
Dispute Adjudication Committee, Mr. Paul Heppner, chair of the Standards Committee, and Ms. Julie
LeTourneau, chair of the Sanctions Committee. The Executive Committee will review the committee
membership and update their member lig to fill vacancies. Chairman Uzzd|l said that her god istofill
committee openings with as many State Compact Officers as possible who do not st on the Council.

The meeting was adjourned at 12:08 p.m.
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Compact Council Meeting
November 3-4, 2004
Denver, CO
Topic #1

Establishment of Minimum
Standards for Verifying the Identity
of Applicants When Being
Fingerprinted

Standards Committee
Recommendation

In August 2004, the Standards Committee
asked FBI Council Staff to research this
topic further and provide information to
the Council and the Committee.

The Council’s Goals

m To establish, at a minimum, guidelines,
recommendations, etc., to limit applicants
from using fraudulent identification forms,
or other aberrant practices when being
fingerprinted for noncriminal justice
background checks
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The Council’s Goals

m Forward a comprehensive report to the
Standards Subcommittee for review and
comment

m Establish “best practices” for fingerprinting
applicants for noncriminal justice
background checks

Identification and Verification

= What is the definition of each term?

= How do they apply to the issue of
establishing a fingerprint applicant’s
identity?

Identification & Verification

m |dentification is the term used to describe
the process of matching a biometric
(fingerprints, facial recognition) record from
a single subject probe against an entire
database of similar biometric records in
order to determine the identity of the owner
of the biometric record.
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Identification & Verification

m Verification is the term used to describe
the process of confirming that a person is
who he/she claims to be by matching their
biometric record against that of their
claimed identity.

Standards Committee
Research Plan

= Examine Current Work in the
area of Verifying Identification Documents

m Examine Examples of Current Applicant
Fingerprinting Procedures

m Establish a Chain of Custody for Applicant Fingerprinting

m Establish Minimum Standards for the Committee and the
Council to Review and Recommend “best practices ”

Research Results

What was discovered
regarding the issue of
Establishing and
Verifying a Fingerprint
Applicant’s Identity?
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Development of Standard Identification
Cards for Verifying Identity

m AAMVA — Uniform Driver’s License (UDL)
m Department of Defense — Common
Access Card (CAC)

m Federal Government — Federal Personal
Identity Verification Standard

AAMVA’s Uniform Driver’'s
License

m Development of the UDL
= Input from across the country to
create a specification
= Common Security feature

= Various Pilot projects that test interoperability
between different agencies and the DMV's using
the DL, digital photos and other developing
technologies

m Verification matrix

The UDL and a National
Identification Card

m Opposition by many groups to the use of
the UDL as a National ID card

m |IACP Endorsement
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DOD Common Access Card (CAC)

m Investigating multiple architectural solutions
for matching and storing biometrics

m Exploring the impact of using encryption
technology

m Researching a contactless environment

Federal Government — Personal Identity
Verification Standard for Federa
Employees and Contractors

m Executive Office of the President urged a cross-
agency approach for authentication and identity
management

= Homeland Security Presidential Directive HSPD-
12— Committee to develop Personal Identitg
Verification Standards by February 28, 200

m http://csrc.nist.gov/piv-project

Examples of Different Models for
Fingerprinting Practices and Verifying an
Applicant’s ldentity

California
DHS

Federal Legislation
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Cdlifornia

= Statutory Authority — To establish, implement and
maintain a certification program to process
fingerprint-based criminal offender record
information background checks on individuals
who fingerprint applicants for licensure,
certification, or employment purposes

Requires employees to be certified, if not a law
enforcement employee or other state employee
already trained in taking fingerprints.

Cdlifornia

= Fingerprint Rolling Certification Program —
Reference Handbook for Employees

Describes Processing Procedures for the Fingerprint
Rolling Certification Program

Describes procedures for the employe€'s responsibilities

Provides for the use of a confidential certification number
for employees

Provides procedures for validating a person’s identity
Contains a pamphlet titled “Is It Valid?”

DHS Model- United States Citizenship
and Immigration Services (USCIS)

m Immigrant fingerprinting
= Nationwide Immigration Field
Offices

- Established Operational Policies and Procedures for
Fingerprinting

- Detailed role of each individual employee in the
process
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DHSModd — The USCIS Standard
Procedures Includes

m Written procedures for each step in the immigrants
fingerprinting process (manual and Live Scan fingerprinting)

m “Identity Confirmed” on the appointment notice

m Specific employee functions for fingerprinting immigrant
applicants (Fingerprint Technician, Quality Assurance,
Supervisor)

m System training specific to CIS technology

DHS Model

m The QA's role is to verify the applicant’s identity

by:

= Comparing the picture id to the applicant by comparing
facial type, bone structure, skin color and texture, ear
size, neck size, eye color and size, nose size, shape of
mouth, forehead size, and lip size and shape

= Verifying the accuracy of DOB with other applicant
documents

= Verifying the signature is the same as one of the names
listed on the fingerprint submission

Federal Legislation

m PROTECT Act — The individual

volunteering is responsible for providing:

= A set of fingerprints

= Name, address, and DOB as it appears on a document
made or issued by or under the authority of the US
Government, a State, political subdivision of a State, a
foreign government, a political subdivision of a foreign
government, an international governmental or an
international quasi-governmental organization

= A photocopy of the document described above

= A statement of whether he/she has a criminal record and,
if o, the particulars of such record

E—
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Federal Legislation

m Flight Training Candidates Checks Program

(FTCCP)

m The candidate must confirm his/her identity to
the fingerprinting entity by providing his/her
Passport and one of the following:
= Resident alien card
= A valid US driver’s license

Chain of Custody

= Why it is important

= To ensure the individual being fingerprinted is the person he/she
claims to be

m Potential pitfalls
No central fingerprint collection point
= Forms for the fingerprint technician to record the applicant's

name, address and documents used to verify the identity of the
applicant — subject to forgery

Space limitations on the FBI fingerprint card
Uniform rules for taking fingerprints — international and national

Fraudulent Document Recognition
Model Training Program

= Provides a comprehensive modular training
program to train motor vehicle and law
enforcement employees in verifying the
quality/validity of specific identification
documents they encounter during the execution
of their duties
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Questions?
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BILLING CODE: 4410-02P
NATIONAL CRIME PREVENTION AND PRIVACY COMPACT COUNCIL
28 CFR Part 906
[NCPCC 107]

Outsourcing of Noncriminal Justice Administrative Functions
AGENCY: Nationd Crime Prevention and Privacy Compact Council.
ACTION: Proposed Rule.
SUMMARY: The Compact Council, established pursuant to the Nationd Crime Prevention
and Privacy Compact (Compact), is publishing a proposed rule to permit the outsourcing of
noncrimind justice adminigrative functions involving access to crimina history record
information (CHRI). Procedures established to permit outsourcing are required to conform
with the Council'sinterpretation of ArticlesIV and V of the Compact.
DATE: Submit comments on or before [INSERT DATE 30 DAYS AFTER DATE OF
PUBLICATION IN THE FEDERAL REGISTER].
ADDRESSES: Send dl written comments concerning this proposed rule to the Compact
Council Office, 1000 Custer Hollow Road, Module C3, Clarksburg, WV 26306; Attention:
Todd C. Commodore. Comments may aso be submitted by fax at

(304) 625-5388 or by eectronic mail at tcommodo@leo.gov. To ensure proper handling,

please reference “Noncriminal Justice Outsourcing Docket No. 107" on your correspondence.

Y ou may view an eectronic verson of this proposed rule a www.regulationsgov. You may

aso comment viadectronic mail at tcommodo@leo.gov or by using the www.regulations.gov
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comment form for thisregulation. When submitting comments dectronicaly you must include
NCPPC Docket No. 107 in the subject box.

FOR FURTHER INFORMATION CONTACT: Ms. DonnaM. Uzzdl, Compact Council
Chairman, Florida Department of Law Enforcement, 2331 Philips Road, Tdlahassee, Florida
32308-5333, tel ephone number (850) 410-7100.

SUPPLEMENTARY INFORMATION: The National Crime Prevention and Privacy
Compact (Compact), 42 U.S.C. 14616, establishes uniform standards and processes for the
interdate and Federd -State exchange of crimina history records for noncrimind justice
purposes. The Compact was approved by the Congress on October 9, 1998, (Pub.L. 105-
251) and became effective on April 28, 1999, when ratified by the second state. Article VI of
the Compact provides for a Compact Council that has the authority to promulgate rules and
procedures governing the use of the Interstate Identification Index (111) System for noncrimina
justice purposes. This proposed rule will permit athird party to perform noncrimind justice
adminigrative functions relating to the processing of CHRI maintained in the 111 System, subject
to gppropriate controls, when acting as an agent for a governmenta agency or other authorized
recipient of CHRI.

The rulemaking process established by the Council provides an opportunity for
comments through the publishing of a proposed rule. Accordingly, interested persons are
invited to participate in this rulemaking by submitting written data, views, or arguments. In
addition to this opportunity for comments, the foundation for the concept, merits and wisdom as

outlined in this proposed rule has been debated a meetings open to the public. Further, prior
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public notice is given in the Federal Register of each Council meeting, including the mattersto

be addressed at the meeting. Therefore, thereis public opportunity to comment on the merits
of proposed rules.

In recent years, government and other statutorily authorized entities seeking improved
efficiency and economy have become increasingly interested in permitting third party support
services for noncrimind justice adminigrative functions. Thisisduein large part to the
escaating demand for fingerprint-based risk assessments for authorized licensing, employment
and nationd security purposes over the last severd years. The escdating numbers of
noncrimina justice fingerprint submissions has resulted in increased workloads for local, state,
and federd government entities. Coincidentaly, under OMB Circular No. A-76, the federd
government is encouraged wherever feasible to use private sector services.

The Compact requires the FBI and each Party State to comply with 111 System rules,
procedures, and standards duly established by the Council concerning record dissemination and
use, system security, and privacy protection. In that regard, the Compact specifies that any
record obtained may be used only for the official purposes for which the record was requested.
The Compact Council does not believe that the use of private contractors to perform
noncrimind justice adminigrative functions requiring accessto CHRI is prohibited provided
there are gppropriate controls expressy preserving the sole official purpose of the record
request. With appropriate standards and requirements, the benefits of outsourcing may be
attained without degradation to the security of the nationa 111 System of crimind records. For

example, under the proposed rule, subject to some exceptions, contracting agencies or
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organizations shal not be permitted to have direct access to the |11 System by computer
termina or other automated means which would enable them to initiate record requests.
Further, the proposed rule provides that tasks necessary to perform noncrimina justice
adminigtrative functions would be monitored to assure the integrity and security of such records.
Under the proposed rule, safeguards would be required to ensure that private contractors may
not access, modify, use, or disseminate such datain any manner not expresdy authorized by a
government agency or a statutorily authorized recipient of CHRI. Such procedures would
establish conditions on the use of the CHRI and would limit dissemination of the CHRI to
ensure that such CHRI is used only for authorized purposes. Such procedures would aso
provide for accurate and current data distribution and require proper maintenance and handling,
including the remova and destruction of obsolete or erroneous information that has been
brought to its attention. These conditions are necessary to ensure the confidentidity of such
information.

Further, this proposed rule seeks to permit outsourcing of noncrimind justice
adminidrative functions authorized under Articles IV and V of the Compact. Article IV
provides generdly for authorized record disclosure; Article V provides record request
procedures as related to noncrimina justice crimind history record checks pursuant to the
Compact. This proposed rule outlines the basic structured framework for minimum standards
to ensure that outsourced contracts satisfy the security and privacy required by the Compact
Council when crimind history record checks of the |11 are conducted for noncrimina justice

purposes. The contracting parties are not at liberty to supercede these minimum standards with
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lesser standards; however, contracting parties are free to adopt more stringent standards than
required by this regulation.
Administrative Procedures and Executive Orders
Administrative Procedures Act

Thisruleis published by the Compact Council as authorized by the National Crime
Prevention and Privacy Compact (Compact), an interstate and Federal-State compact which
was gpproved and enacted into law by Congress pursuant to
Pub. L. 105-251. The Compact Council is composed of 15 members (with 11 state and local
governmentd representatives). The Compact specificaly provides that the Council shall
prescribe rules and procedures for the effective and proper use of the 111 System for
noncriminal justice purposes, and mandates that such rules, procedures, or standards

established by the Council be published in the Federd Register. See 42 U.S.C. 14616,

Articles11(4), V1(g)(1) and VI(e). This publication complies with those requirements.
Executive Order 12866

The Compact Council is not an executive department or independent regulatory agency
asdefined in 44 U.S.C. 3502; accordingly, Executive Order 12866 is not applicable.
Executive Order 13132

The Compact Council is not an executive department or independent regulatory agency
asdefined in 44 U.S.C. 3502; accordingly, Executive Order 13132 is not applicable.

Nonetheless, this rule fully complies with the intent thet the nationa government should be
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deferentid to the States when taking action that affects the policymaking discretion of the
States.
Executive Order 12988

The Compact Council is not an executive agency or independent establishment as
defined in 5 U.S.C. 105; accordingly, Executive Order 12988 is not applicable.
Unfunded Mandates Reform Act

Approximately 75 percent of the Compact Council members are representatives of
state and local governments; accordingly, rules prescribed by the Compact Council are not
Federd mandates. Accordingly, no actions are deemed necessary under the provisions of the
Unfunded Mandates Reform Act of 1995.
Small Business Regulatory Enforcement Fairness Act of 1996

The Smdl Business Regulatory Enforcement Fairness Act (Title 5, U.S.C.
801-804) is not applicable to the Council's rule because the Compact Council is not a"Federd
agency” asdefined by 5 U.S.C. 804(1). Likewise, the reporting requirement of the
Congressiona Review Act (Subtitle E of the Smal Business Regulatory Enforcement Fairness
Act) does not apply. See5U.S.C. 804.
List of Subjectsin 28 CFR Part 906

Adminigtrative practice and procedure, Intergovernmenta relaions, Law Enforcement,
Privecy.

Accordingly, chapter IX of title 28 Code of Federa Regulationsis amended by adding

part 906 to read asfollows:
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PART 906 - OUTSOURCING OF NONCRIMINAL JUSTICE ADMINISTRATIVE
FUNCTIONS

Sec.

906.1 Purpose and authority.

906.2 Third Party Handling of Crimind History Record Information.

Authority: 42 U.S.C. 14616
§906.1 Purposeand authority.

The purpose of this part 906 is to establish rules and procedures for third partiesto
perform noncrimind justice adminigrative functions involving access to Interstate Identification
Index (111) information. The Compact Council is establishing this rule pursuant to the Nationd
Crime Prevention and Privacy Compact (Compact), title 42, U.S.C., chapter 140, subchapter
1, section 14616. The scope of thisruleislimited to noncrimina justice background checksin
so far asthey are governed by the provisons of the Compact as set forth in 42 U.S.C. sections
14614 and 14616.

8906.2 Third Party Handling of Criminal History Record I nformation

(8 Except as prohibited in paragraph (b), crimind history record information obtained
from the 11 System for noncrimina justice purposes may be made available:

(1) Toagovernmentd agency pursuant to a contract or agreement under which the

agency performs activities or functions for another governmenta agency that is authorized to
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obtain crimind history record information by afedera statute, federd executive order or a Sate
satute that has been gpproved by the United States Attorney Generd; and

(2) Toaprivate contractor, or other nongovernmenta entity or organization, pursuant
to a contractua agreement under which the entity or organization performs activities or
functions for a governmenta agency authorized to obtain crimina history record information as
identified in paragraph (a)(1) or for a nongovernmenta entity authorized to obtain such
information by federa tatute or executive order.

(b) Crimind history record information provided in regponse to fingerprint-based 111
System record requestsinitiated by authorized governmenta agencies or nongovernmenta
entities for noncrimina justice purposes may be made available to contracting agencies or
organizations manualy or dectronicaly for such authorized purposes. Such contractors,
agencies, or organizations shdl not be permitted to have direct access to the [11 System by
computer termind or other automated means which would enable them to initiate record
requests, provided however, the foregoing restriction shal not apply with respect to (1)
persons, agencies, or organizations that may enter into contracts with the FBI or State crimind
history record repositories for the performance of authorized functions requiring direct access
to crimina history record information; and (2) any direct accessto records42 U.S.C. 8§
14614(b).

(©) The contracts or agreements authorized by paragraphs (8)(1) and (a)(2) shdll
specificaly describe the purposes for which crimind history record information may be made

available to the contractor and shdl incorporate by reference a security and management
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control outsourcing standard approved by the Compact Council after consultation with the
United States Attorney Generd. The security and management control outsourcing stlandard
shdl specificdly authorize access to crimina history record informetion; limit the use of the
information to the purposes for which it is provided; prohibit retention and/or dissemination of
the information except as specificaly authorized in the security and management control
outsourcing standard; ensure the security and confidentidity of the information; provide for
audits and sanctions; provide conditions for termination of the contractud agreement; and
contain such other provisons as the Compact Council, after consultation with the United States
Attorney Generd, may require.

(d) The exchange of crimind higtory record information with an authorized
governmenta or nongovernmenta entity or contractor pursuant to this part is subject to
cancdlation for use, retention or dissemination of the information in violation of federd statute,
regulation or executive order, or rule, procedure or standard established by the Compact

Council in consultation with the United States Attorney Generd.

Dated:

DonnaM. Uzzd|

Compact Council Chairman
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BILLING CODE 4410-02P

NATIONAL CRIME PREVENTION AND PRIVACY COMPACT COUNCIL
Security and Management Control Outsourcing Standards
AGENCY:: Nationd Crime Prevention and Privacy Compact Council.
ACTION: Notice of approva of the Security and Management Control Outsourcing Standards.

Authority: 42 U.S.C. 14616
SUMMARY': Pursuant to title 42, United States Code, 14616, Article VI(e), and title 28, Code of
Federd Regulations (CFR), chapter IX, the Compact Council (Council), established by the Nationd
Crime Prevention and Privacy Compact (Compact) Act of 1998, gpproved the attached Security and
Management Control Outsourcing Standards (Outsourcing Standards). (See proposed rule
“Qutsourcing of Noncrimind Justice Adminigtrative Functions,” published in today’ s Federd Regider,
which isto be codified at 28 CFR Part 906). The Council coordinated the development of the
Outsourcing Standards with the Federd Bureau of Investigation's Crimind Justice Information Services
(CAS) Divison gaff and CJS Advisory Policy Board subcommittees. Hereefter, prior to utilizing the
Outsourcing Standards, interested parties should request the most current version by contacting the
Compact Council Office, 1000 Custer Hollow Road, Module C3, Clarksburg, WV 26306, Attention:
FBI Compact Officer.
FOR FURTHER INFORMATION CONTACT: Todd C. Commodore, FBI CJIS Division, 1000
Custer Hollow Road, Module C3, Clarksburg, WV 26306; Telephone (304) 625-2803;

e-mail tcommodo@leo.gov; fax number (304) 625-5388.

SUPPLEMENTARY INFORMATION: The Council developed two Outsourcing Standards, one

for Contractors having access to crimind history record information (CHRI) on behdf of an authorized
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recipient for noncrimina justice purposes and one for Contractors serving as channeers of noncrimind
justice crimina history record check requests and results. The first Outsourcing Standard (* Security
and Management Control Outsourcing Standard for Contractors Having Access to CHRI on Behdf of
an Authorized Recipient for Noncrimina Justice Purposes’) will be used by Contractors authorized to
perform noncrimina justice adminigrative functions requiring access to CHRI without a direct
connection to the FBI’s CJIS Wide Area Network (WAN). The second Outsourcing Standard

(“ Security and Management Control Outsourcing Standard for Channders Only”) will be used by
Contractors authorized accessto CHRI through a direct connection to the FBI’s CIS WAN. The two

Outsourcing Standards are printed bel ow:

SECURITY and MANAGEMENT CONTROL OUTSOURCING STANDARD
FOR
CONTRACTORSHAVING ACCESSTO CRIMINAL HISTORY RECORD
INFORMATION ON BEHALF OF AN AUTHORIZED RECIPIENT FOR

NONCRIMINAL JUSTICE PURPOSES

The god of this document isto provide adequate security and integrity for crimind history
record information (CHRI) while under the control or management of an outsourced third party, the
Contractor. Adequate security is defined in Office of Management and Budget Circular A-130 as
“sacurity commensurate with the risk and magnitude of harm resulting from the loss, misuse, or

unauthorized access to or modification of information.”
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The intent of this Security and Management Control Outsourcing Standard (Outsourcing
Standard) isto require that the Contractor maintain a security program consstent with federal and state
laws, regulations, and standards (including the FBI Crimind Jugtice Information Services (CJS)
Security Policy) aswedl aswith rules, procedures, and standards established by the Compact Council
and the United States Attorney Generdl.

This Outsourcing Standard identifies the duties and respongbilities with respect to adequate
internd controls within the contractud relationship so that the security and integrity of the Intersate
Identification Index (111) System and CHRI are not compromised. The standard security program shall
include consderation of Ste security, dissemination restrictions, personnd security, system security, and
data security.

The provisons of this Outsourcing Standard are established by the Compact Council pursuant
to 28 CFR Part 906 and are subject to the scope of that rule. They apply to al personnd, systems,
networks and facilities supporting and/or acting on behdf of the Authorized Recipient of CHRI.

1.0  Définitions
1.01 ACCESSTO CHRI meansto use, exchange, retain/store, or view CHRI obtained
from the Il system but excludes direct access to the 11 system by computer termind or
other automated means by Contractors other than those that may be contracted by the
FBI or gate crimind history record repositories or as provided by title 42, United
States Code, section 14614(b).
1.02 AUTHORIZED RECIPIENT means (1) a nongovernmentd entity authorized by

federa dtatute or federd executive order to receive CHRI for noncrimina justice
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purposes, or (2) agovernment agency authorized by federd statute, federa executive
order, or state statute which has been gpproved by the United States Attorney General
to receive CHRI for noncrimina justice purposes.

1.03 CHIEF ADMINISTRATOR, asreferred to in Article [(2)(B) of the Compact, means
the primary administrator of a Nonparty State's crimind history record repository or a
designee of such adminisgtrator who is aregular full-time employee of the repository.

1.04 CHRI, asreferred toin Article 1(4) of the Compact, means information collected by
crimind judtice agencies on individuas consgting of identifiable descriptions and
notations of arrests, detentions, indictments, or other forma crimind charges, and any
dispostion arisng therefrom, including acquittal, sentencing, correctiona supervison, or
release; but does not include identification information such as fingerprint recordsif such
information does not indicate involvement of the individua with the crimind justice
system.

1.05 CRIMINAL HISTORY RECORD CHECK, for purposes of this Outsourcing
Standard only, means an authorized noncrimina justice fingerprint-based search of a
gate crimind history record repository and/or the FBI system.

1.06 COMPACT OFFICER, as provided in Article 1(2) of the Compact, means (A) with
respect to the Federal Government, an officia [FBI Compact Officer] so designated by
the Director of the FBI [to administer and enforce the compact among federd
agencieg], or (B) with respect to a Party State, the chief administrator of the State’s
crimind higtory record repository or a designee of the chief adminisirator who isa
regular full-time employee of the repogitory.
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1.07

1.08

1.09

1.10

CONTRACTOR means a government agency, a private business, non-profit

organization or individud, that is not itsalf an Authorized Recipient with respect to the

particular noncrimina justice purpose, who has entered into a contract with an

Authorized Recipient to perform noncrimina justice adminidirative functions requiring

accessto CHRI.

DISSEMINATION means the disclosure of 111 CHRI by an Authorized Recipient to

an authorized Contractor, or by the Contractor to another Authorized Recipient

congstent with the Contractor’ s responsbilities and with limitations imposed by federa

and state laws, regulations, and standards as well as rules, procedures, and standards

established by the Compact Council and the United States Attorney Generdl.

NONCRIMINAL JUSTICE ADMINISTRATIVE FUNCTIONS means the routine

noncrimina justice adminigtrative functions relating to the processing of CHRI, to

include but not limited to the following:

1. Making fitness determinations'recommendations

2. Obtaining missing dispositions

3. Disseminating CHRI as authorized by Federa statute, Federa Executive Order, or
State statue gpproved by the United States Attorney Genera

4. Other authorized activities relating to the generd handling, use, and sorage of
CHRI

NONCRIMINAL JUSTICE PURPOSES, as provided in Article [(18) of the

Compact, means uses of crimind history records for purposes authorized by federd or

date law other than purposes rdaing to crimind justice activities, including employment
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111

112

1.13

suitability, licensng determinations, immigration and naturaization matters, and nationd
security clearances.

OUTSOURCING STANDARD means a document approved by the Compact
Council after consultation with the United States Attorney Generd which isto be
incorporated by reference into a contract between an Authorized Recipient and a
Contractor. The Outsourcing Standard authorizes access to CHRI, limits the use of the
information to the purposes for which it is provided, prohibits retention and/or
dissemination except as specificaly authorized, ensures the security and confidentidity
of the information, provides for audits and sanctions, provides conditions for termination
of the contract, and contains such other provisions as the Compact Council may
require.

PHYSICALLY SECURE LOCATION means alocation where access to CHRI can
be obtained, and adequate protection is provided to prevent any unauthorized access to
CHRI.

POSITIVE IDENTIFICATION, as provided in Article 1(20) of the Compact, means a
determination, based upon a comparison of fingerprints' or other equdly reliable
biometric identification techniques, that the subject of arecord search isthe same
person as the subject of acriminal history record or recordsindexed in the [11 System.

| dentifications based solely upon a comparison of subjects names or other nonunique

1 The Compact Council currently defines positive identification for noncriminal justice
purposes as identification based upon aqualifying ten-rolled or qualifying ten-flat
fingerprint submission. Further information concerning qualifying fingerprint
submissions may be obtained from the FBI Compact Council office.
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identification characterigtics or numbers, or combinations thereof, shal not congtitute
positive identification.

1.14 PUBLIC CARRIER NETWORK means atdlecommunications infrastructure congsting
of network components that are not owned, operated, and managed solely by the
agency usng that network, i.e., any telecommunications infrastructure which supports
public users other than those of the agency using that network. Examples of apublic
carrier network include but are not limited to the following: dia-up and Internet
connections, network connectionsto Verizon, network connectionsto AT& T, ATM
Frame Relay clouds, wirdess networks, wirdesslinks, and cdllular telephones. A
public carrier network provides network services to the public; not just to the sngle
agency using that network.

1.15 SECURITY VIOLATION meansthefalureto prevent or falure to indtitute safeguards
to prevent access, use, retention, or dissemination of CHRI in violation of: (A) federd
or State law, regulation, or Executive Order; or (B) arule, procedure, or standard
established by the Compact Council and the United States Attorney Generdl.

20 Responshbilities of the Authorized Recipient
2.01 Prior to engaging in outsourcing any noncrimina justice functions, the Authorized

Recipient shall request and receive written permisson from (A) the State Compact
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2.02

2.03

Officer/Chief Adminigtrator? or (B) the FBI Compact Officer.® The Authorized
Recipient shdl provide the Compact Officer/Chief Administrator copies of the specific
authority for the outsourced work, crimind history record check requirements, and/or a
copy of the contract as requested. The Authorized Recipient shall inquire whether a
prospective Contractor has any security violations (See Section 8.04) and report those
findings to the Compact Officer/Chief Adminigtrator prior to outsourcing noncrimind
judtice adminidtrative functions.

The Authorized Recipient shall execute a contract prior to providing a Contractor
accessto CHRI. The contract shdl, a a minimum, incorporate by reference and have
appended thereto this Outsourcing Standard.

The Authorized Recipient shdl, in those instances when the Contractor is to perform
duties requiring access to CHRI, specify the terms and conditions of such access; limit
the use of such information to the purposes for which it is provided, limit retention of the
information to a period of time not to exceed that period of time the Authorized
Recipient is permitted to retain such information; prohibit dissemination of the
information except as pecificaly authorized by federd and state laws, regulations, and

standards as well as with rules, procedures, and standards established by the Compact

>The Compact Officer/Chief Administrator may not grant such permission unless he/she
has implemented a combined state/federal audit program to triennially audit each
Contractor and Authorized Recipient engaging in outsourcing with the first of such
auditsto be conducted within one year of the signing of the contract.

3state or local Authorized Reci pients based on State or Federal Statutes shall contact the
State Compact Officer/Chief Administrator. Federal or Regulatory Agency Authorized
Recipients shall contact the FBI Compact Officer.
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204

2.05

Council and the United States Attorney Generd; ensure the security and confidentiaity

of the information to include confirmation that the intended recipient is authorized to

receive CHRI; provide for audits and sanctions, provide conditions for termination of

the contract; maintain up-to-date records of Contractor personnel who have accessto

CHRI; and ensure that Contractor personne comply with this Outsourcing Standard.

a. The Authorized Recipient shal conduct crimind history record checks of
Contractor personnel having accessto CHRI if such checks are required of the
Authorized Recipient’s personnd having similar access*

b. The Authorized Recipient shdl ensure that the Contractor maintains Ste security.

c. The Authorized Recipient shdl ensure that the most current verson of both the
Outsourcing Standard and the CJIS Security Policy are incorporated by reference
at the time of contract and/or Option renewd.

The Authorized Recipient is responsible for the actions of the Contractor and shall

monitor the Contractor’ s compliance to the terms and conditions of the Outsourcing

Standard. The Authorized Recipient shal certify to the Compact Officer/Chief

Adminigrator that a compliance review was conducted with the Contractor within 90

days of execution of the contract.

The Authorized Recipient shal provide written notice of any early voluntary termination

4If anational criminal history record check of government personnel having accessto
CHRI is mandated by a state statute approved by the Attorney General under Public Law
92-544, the State Compact Officer/Chief Administrator must ensure Contractor personnel
having similar access are either covered by the existing law or that the existing law is
amended to include such Contractor personnel prior to authorizing outsourcing
initiatives.
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of the contract to the Compact Officer/Chief Adminigtrator or the FBI Compact

Officer.

3.0 Responsbilities of the Contractor

3.01

3.02

3.03

3.04

The Contractor and its employees shal comply with dl federa and state laws,
regulaions, and standards (including the CJI'S Security Policy) aswell aswith rules,
procedures, and standards established by the Compact Council and the United States
Attorney Generd.

The Contractor shal develop and document a security program to comply with the
current Outsourcing Standard and any revised or successor Outsourcing Standard.
The Security Program shall describe the implementation of the security requirements
described in this Outsourcing Standard, the associated Security Training Program, and
the reporting guideines for documenting and communicating security violations and
corrective actions to the Authorized Recipient. The Security Program shdl be subject
to the approva of the Authorized Recipient.

The Contractor shdl be accountable for the management of the Security Program. The
Contractor shdl be respongible for reporting dl security violations of this Outsourcing
Standard to the Authorized Recipient.

Except when the training requirement is retained by the Authorized Recipient, the
Contractor shdl develop a Security Training Program for al Contractor personnd with
access to CHRI prior to ther gppointment/assgnment. Immediate training shal be
provided upon receipt of notice on any changes to federd and state laws, regulations,
and standards as well as with rules, procedures, and standards established by the

Attachment 4, Page 10



4.0

Compact Council and the United States Attorney General. Annua refresher training
ghal dso be provided. The Contractor shal certify to the Authorized Recipient that the
annua refresher training was completed for those Contractor personnel with accessto
CHRI. The Security Training Program shal be subject to the approva of the
Authorized Recipient.

3.05 The Contractor shal makeits facilities available for announced and unannounced
security ingpections performed by the Authorized Recipient, the state, or the FBI on
behdf of the Compact Council. Such facilities are dso subject to triennia audits by the
gate and the FBI on behdf of the Compact Council. An audit may aso be conducted
on amore frequent basis.

3.06 The Contractor’s Security Program is subject to review by the Authorized Recipient,
the Compact Officer/Chief Adminigrator, and the FBI CJS Divison. During this
review, provision will be made to update the Security Program to address security
violations and to ensure changesin policies and sandards as well as changesin federd
and state law are incorporated.

3.07 The Contractor shdl maintain CHRI only for the period of time necessary to fulfill their
contractua obligations but not to exceed the period of time that the Authorized
Recipient is authorized to maintain and does maintain the CHRI.

3.08 The Contractor shdl maintain alog of any dissemination of CHRI.

Site Security

4.01 TheAuthorized Recipient shdl ensure that the Contractor Steisaphyscaly secure
location at dl timesto protect againgt any unauthorized accessto CHRI.
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50 Dissemination

5.01

5.02

The Contractor shal not disseminate CHRI without the consent of the Authorized
Recipient, and as specificdly authorized by federd and Sate laws, regulations, and
standards as well as with rules, procedures, and standards established by the Compact
Council and the United States Attorney Generd.

An up-to-date log concerning dissemination of CHRI shdl be maintained by the
Contractor for a minimum one year retention period. Thislog must clearly identify: (A)
the Authorized Recipient and the secondary recipient with unique identifiers, (B) the
record disseminated, (C) the date of dissemination, (D) the tatutory authority for

dissemination, and (E) the means of dissemination.

6.0 Personne Security

6.01

6.02

If alocdl, Sate, or federd written standard requires acriminal history record check of
the Authorized Recipient's personnd with access to CHRI, then acrimina history
record check shall be required of the Contractor's employees having accessto CHRI.
The crimind history record check of Contractor employees a aminimum will be no
less dringent than the criminal history  record check that is performed on the Authorized
Recipient’s personnd performing smilar functions. Crimina history record checks must
be completed prior to performing work under the contract.

If alocd, sate, or federd written standard requires a criminal history record check for
support personnel, contractors, and custodial workers who work in a physically secure
location, then a crimind history record check shal be required for these individuas,
unlessthese individuas are escorted by authorized personnd at dl times. The crimind
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history record check for these individuds at a minimum will be no less stringent than the
crimina history record check that is performed on the Authorized Recipient’ s support
personnd, contractors, and custodid workers performing smilar functions. Crimina
history record checks must be completed prior to performing work under the contract.
6.03 The Contractor shdl ensure that each employee performing work under the contract is
aware of the requirements of the Outsourcing Standard and the state and federd laws
governing the security and integrity of CHRI. The Contractor shdl confirm that each
employee understands the Outsourcing Standard requirements and laws that apply to
his’her responghilities.
6.04 If acrimina history record check is required, the Contractor shal maintain alist of
personnd who successfully completed the crimina history record check.
7.0  System Security
7.01 The Contractor’s security system shdl comply with the CJI'S Security Policy in effect at
the time the Outsourcing Standard is incorporated into the contract and with successor
versons of the CJIS Security Policy asthey are made known to the Contractor by the
Authorized Recipient.
a. If CHRI can be accessed by unauthorized personnel viaWide Area
Network/Local Area Network or the Internet, then the Contractor shal protect the
CHRI with firewal-type devices to prevent such unauthorized access. These
devices shdl implement a minimum firewall profile as specified by the CIS Security
Policy in order to provide a point of defense and a controlled and audited access to
CHRI, both from inside and outside the networks.
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b. Dataencryption shdl be required throughout the network passng CHRI through a
shared public carrier network.

7.02 The Contractor shdl provide for the secure storage and disposal of dl hard copy and
media associated with the system to prevent access by unauthorized personnel.

a. CHRI shdl be gtored in a physicdly secure location.

b. The Authorized Recipient shal ensure that a procedure isin place for sanitizing dl
fixed storage media (e.g., disks, drives, backup storage) at the completion of the
contract and/or before it is returned for maintenance, disposal or reuse. Sanitization
procedures include overwriting the media and/or degauissing the media

7.03 To prevent and/or detect unauthorized accessto CHRI in transmission or storage, each

Authorized Recipient must be identified by an ORI or ate assgned identifier, and each

Contractor or sub-Contractor must be uniquely identified.

8.0  Security violations
8.01 Dutiesof the Authorized Recipient and Contractor

a. The Contractor shdl develop and maintain awritten policy for discipline of
Contractor employees who violate the security provisons of the contract, which
includes this Outsourcing Standard that is incorporated by reference.

b. Pending investigation, the Contractor shal immediatdy suspend any employee who
commits a security violation from assgnments in which he/she has access to CHRI
under the contract.

c. The Contractor shdl immediately notify the Authorized Recipient of any security
violation or termination of the contract, to include unauthorized access to CHRI
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made available pursuant to the contract. Within five caendar days of such
notification, the Contractor shall provide the Authorized Recipient awritten report
documenting such security violation, any corrective actions taken by the Contractor
to resolve such violation, and the date, time, and summary of the prior notification.

d. The Authorized Recipient shdl immediately notify the State Compact Officer/Chief
Adminigrator and the FBI Compact Officer of any security violaion or termination
of the contract, to include unauthorized access to CHRI made available pursuant to
the contract. The Authorized Recipient shall provide a written report of any
Security violation (to include unauthorized access to CHRI by the Contractor) to the
State Compact Officer/Chief Administrator, if gpplicable, and the FBI Compact
Officer, within five cdendar days of receipt of the written report from the
Contractor. The written report must include any corrective actions taken by the
Contractor and the Authorized Recipient to resolve such security violation.

8.02 Termination of the contract by the Authorized Recipient for security violations

a. Thecontract is subject to termination by the Authorized Recipient for security
vidlaions involving CHRI obtained pursuant to the contract.

b. The contract is subject to termination by the Authorized Recipient for the
Contractor’ s failure to notify the Authorized Recipient of any security violation or to
provide a written report concerning such violation.

c. If the Contractor refusesto or isincgpable of taking corrective actions to
successfully resolve a security violaion, the Authorized Recipient shall terminate the
contract.
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8.03  Sugpengon or termination of the exchange of CHRI for security violations

a

Notwithstanding the actions taken by the State Compact Officer, if the Authorized
Recipient fallsto provide awritten report notifying the State Compact Officer/Chief
Adminigtrator or the FBI Compact Officer of a security violation, or refusesto or is
incapable of taking corrective action to successfully resolve a security violation, the
Compact Council or the United States Attorney Generd may suspend or terminate
the exchange of CHRI with the Authorized Recipient pursuant to 28 C.F.R.
8906.2(d).

If the exchange of CHRI is suspended, it may be reingtated after satisfactory written
assurances have been provided to the Compact Council Chairman or the United
States Attorney Generd by the Compact Officer/Chief Adminigtrator, the
Authorized Recipient and the Contractor that the security violation has been
resolved. If the exchange of CHRI is terminated, the Contractor’ s records
(incdluding media) containing CHRI shdl be immediately deleted or returned as

spedified by the Authorized Recipient.

8.04 The Authorized Recipient shdl provide written notice (through the State Compact

Officer/Chief Adminigrator if gpplicable) to the FBI Compact Officer of the following:

a

b.

The termination of a contract for security violaions.

Security violations involving the unauthorized accessto CHRI.

The Contractor’ s name and unique identification number, the nature of the security
violation, whether the violation was intentional, and the number of times the violation
occurred.
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9.0

8.05

8.06

The Compact Officer/Chief Administrator, Compact Council and the United States
Attorney Generd reserve the right to investigate or decline to investigate any report of
unauthorized accessto CHRI.

The Compact Officer/Chief Administrator, Compact Council, and the United States
Attorney Generd reserve the right to audit the Authorized Recipient and the
Contractor's operations and procedures at scheduled or unscheduled times. The
Compact Council, the United States Attorney General, and the state are authorized to

perform afind audit of the Contractor's systems after termination of the contract.

Miscellaneous provisions

9.01

9.02

9.03

9.04

This Outsourcing Standard does not confer, grant, or authorize any rights, privileges, or
obligations to any persons other than the Contractor, the Authorized Recipient,
Compact Officer/Chief Adminigirator (where applicable), and the FBI.

The following document is incorporated by reference and made part of this Outsourcing
Standard: (1) the CJIS Security Policy.

The terms et forth in this document do not condtitute the sole understanding by and
between the parties hereto; rather they provide a minimum basis for the security of the
system and the CHRI accessed therefrom and it is understood that there may be terms
and conditions of the appended contract which impose more stringent requirements
upon the Contractor.®

The minimum security measures as outlined in this Outsourcing Standard may only be

Ssuch conditions could include additional audits, fees, or security requirements.
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modified by the Compact Council. Conformance to such security measures may not be
less dringent than stated in this Outsourcing Standard without the consent of the
Compact Council in consultation with the United States Attorney Generd.

9.05 ThisOutsourcing Standard may only be modified by the Compact Council and may not
be modified by the parties to the appended contract without the consent of the
Compect Council.

9.06 Appropriate notices, assurances, and correspondence to the FBI Compact Officer,
Compact Council, and the United States Attorney General required by Section 8.0 of
this Outsourcing Standard shal be forwarded by First Class Mal to:

FBI Compact Officer
1000 Custer Hollow Road
Module C 3

Clarksburg, WV 26306

SECURITY and MANAGEMENT CONTROL OUTSOURCING STANDARD
FOR

CHANNELERSONLY

The god of this document isto provide adequate security and integrity for crimind history
record information (CHRI) while under the control or management of an outsourced third party, the
Contractor. Adequate security is defined in Office of Management and Budget Circular A-130 as
“sacurity commensurate with the risk and magnitude of harm resulting from the loss, misuse, or
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unauthorized access to or modification of information.”

The intent of this Security and Management Control Outsourcing Standard (Outsourcing
Standard) isto require that the Contractor maintain a security program consstent with federal and state
laws, regulations, and standards (including the FBI Crimind Jugtice Information Services (CJS)
Security Policy) aswel aswith rules, procedures, and standards established by the Compact Council
and the United States Attorney Generdl.

This Outsourcing Standard identifies the duties and respongbilities with respect to adequate
internd controls within the contractud relationship so that the security and integrity of the Intersate
Identification Index (111) System and CHRI are not compromised. The standard security program shall
include congderation of Ste security, dissemination restrictions, personnd security, system security, and
data security.

The provisons of this Outsourcing Standard are established by the Compact Council pursuant
to 28 CFR Part 906 and are subject to the scope of that rule. They apply to al personnd, systems,
networks and facilities supporting and/or acting on behdf of the Authorized Recipient of CHRI.

1.0  Définitions
1.01 ACCESSTO CHRI meansto use, exchange, retain/store, or view CHRI obtained
from the Il system but excludes direct access to the 11 system by computer termind or
other automated means by Contractors other than those that may be contracted by the
FBI or gate crimind history record repositories or as provided by title 42, United
States Code, section 14614(b).

1.02 AUTHORIZED RECIPIENT means (1) a nongovernmenta entity authorized by

federa dtatute or federd executive order to receive CHRI for noncrimina justice
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1.03

1.04

1.05

1.06

1.07

purposes, or (2) agovernment agency authorized by federd statute, federa executive
order, or state statute which has been gpproved by the United States Attorney General
to receive CHRI for noncrimina justice purposes.

AUTHORIZED RECIPIENT'S INFORMATION SECURITY OFF CER meansthe
individua who shal ensure technica compliance with al gpplicable dements of this
Outsourcing Standard.

CHIEF ADMINISTRATOR, asreferred to in Article 1(2)(B) of the Compact, means
the primary administrator of a Nonparty State' s crimina history record repository or a
designee of such adminisgtrator who is aregular full-time employee of the repository.
CHRI, asreferred in Article 1(4) of the Compact, means information collected by
crimind judtice agencies on individuas consgting of identifiable descriptions and
notations of arrests, detentions, indictments, or other forma crimind charges, and any
dispostion arisng therefrom, including acquittal, sentencing, correctiona supervison, or
release; but does not include identification information such as fingerprint recordsif such
information does not indicate involvement of the individua with the crimind justice
system.

CRIMINAL HISTORY RECORD CHECK, for purposes of this Outsourcing
Standard only, means an authorized noncrimina justice fingerprint-based search of a
gate crimind history record repository and/or the FBI system.

CIS SYSTEMS AGENCY, as provided in Section 1.4 of the FBI Crimind Justice
Information Services (CJIS) Divison's Advisory Policy Board Bylaws, meansa
crimind judtice agency which has overdl responghility for the adminigtration and usage
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1.08

1.09

1.10

of CJS Divison Programs within a state, digtrict, territory, or foreign country. This
includes any federa agency that meets the definition and provides servicesto other
federa agencies and/or whose users resde in multiple states or territories.

CJS SYSTEMS OFFICER, as provided in Section 1.5 of the CJ'S Advisory Policy
Board Bylaws, means the individua employed by the CJIS Systems Agency who is
respongible for monitoring system use, enforcing system discipline and security, and
assuring that CJIS operating procedures are followed by dl users aswell as other
related duties outlined by the user agreements with the FBI's CIS Divison. (Thistitle
was formerly referred to as the Control Termina Officer or the Federa Service
Coordinator).

COMPACT OFFICER, as provided in Article I(2) of the Compact, means (A) with
respect to the Federal Government, an officia [FBI Compact Officer] so designated by
the Director of the FBI [to administer and enforce the compact among federd
agencies], or (B) with respect to a Party State, the chief administrator of the State’s
crimind higtory record repository or a designee of the chief adminisirator who isa
regular full-time employee of the repogitory.

CONTRACTOR means a government agency, a private business,

non-profit organization or individud, thet is not itsef an Authorized Recipient with
respect to the particular noncriminal justice purpose, who has entered into a contract
with an Authorized Recipient to perform noncrimind justice adminigtrative functions
requiring accessto CHRI. Under this Outsourcing Standard applicable to channelers, a
Contractor includes one who has direct connectivity to the CJ'S Wide Area Network
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111

112

1.13

1.14

(WAN) for the purpose of eectronic submisson of fingerprints to and the receipt of

CHRI from the FBI on behdf of an Authorized Recipient.

CONTRACTOR'S SECURITY OFFICER meansthe individua accountable for the

management of the Contractor’ s security program.

DISSEMINATION means the disclosure of 111 CHRI by an Authorized Recipient to

an authorized Contractor, or by the Contractor to another Authorized Recipient

congstent with the Contractor’ s responsibilities and with limitations imposed by federd

and state laws, regulations, and standards as well as rules, procedures, and standards

established by the Compact Council and the United States Attorney Generd.

NONCRIMINAL JUSTICE ADMINISTRATIVE FUNCTIONS means the routine

noncrimina justice adminigtrative functions relating to the processing of CHRI, to

include but not limited to the following:

1 Making fitness determinations/recommendations

2. Obtaining missing dispogitions

3. Disseminating CHRI as authorized by Federd statute, Federd Executive
Order, or State statue approved by the United States Attorney Genera

4, Other authorized activities relating to the generd handling, use, and Storage of
CHRI

NONCRIMINAL JUSTICE PURPOSES, as provided in Article [(18) of the

Compact, means uses of crimind history records for purposes authorized by federd or

date law other than purposes rdaing to crimind justice activities, including employment
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1.15

1.16

1.17

suitability, licensng determinations, immigration and naturaization matters, and nationd
security clearances.

OUTSOURCING STANDARD means a document approved by the Compact
Council after consultation with the United States Attorney Generd which isto be
incorporated by reference into a contract between an Authorized Recipient and a
Contractor. The Outsourcing Standard authorizes access to CHRI, limits the use of the
information to the purposes for which it is provided, prohibits retention and/or
dissemination except as specificaly authorized, ensures the security and confidentidity
of the information, provides for audits and sanctions, provides conditions for
termination of the contract, and contains such other provisions as the Compact Council
may require.

PHYSICALLY SECURE LOCATION means alocation where access to CHRI can
be obtained, and adequate protection is provided to prevent any unauthorized access to
CHRI.

POSITIVE IDENTIFICATION, as provided in Article 1(20) of the Compact, means a
determination, based upon a comparison of fingerprints® or other equaly reiable
biometric identification techniques, that the subject of arecord search isthe same
person as the subject of acriminal history record or recordsindexed in the [11 System.

| dentifications based solely upon a comparison of subjects names or other nonunique

® The Compact Council currently defines positive identification for noncriminal justice
purposes as identification based upon aqualifying ten-rolled or qualifying ten-flat
fingerprint submission. Further information concerning qualifying fingerprint
submissions may be obtained from the FBI Compact Council office.
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identification characterigtics or numbers, or combinations thereof, shal not congtitute
positive identification.

1.18 PUBLIC CARRIER NETWORK means atdlecommunications infrastructure conssting
of network components that are not owned, operated, and managed solely by the
agency usng that network, i.e., any telecommunications infrastructure which supports
public users other than those of the agency using that network. Examples of apublic
carrier network include but are not limited to the following: dia-up and Internet
connections, network connectionsto Verizon, network connectionsto AT& T, ATM
Frame Relay clouds, wirdess networks, wirdesslinks, and cdllular telephones. A
public carrier network provides network services to the public; not just to the sngle
agency using that network.

1.19 SECURITY VIOLATION meansthefallureto prevent or fallure to indtitute safeguards
to prevent access, use, retention, or dissemination of CHRI in violation of: (A) federd
or State law, regulation, or Executive Order; or (B) arule, procedure, or standard
established by the Compact Council and the United States Attorney Generdl.

20 Responshbilities of the Authorized Recipient
2.01 Prior to engaging in outsourcing any noncrimina justice functions, the Authorized

Recipient shall request and receive written permisson from (A) the State Compact
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2.02

2.03

Officer/Chief Adminigtrator” or (B) the FBI Compact Officer.? The Authorized
Recipient shdl provide the Compact Officer/Chief Administrator copies of the specific
authority for the outsourced work, crimind history record check requirements, and/or a
copy of the contract as requested. The Authorized Recipient shall inquire whether a
prospective Contractor has any security violations (See Section 8.04) and report those
findings to the Compact Officer/Chief Adminigtrator prior to outsourcing noncrimind
judtice adminidtrative functions.

The Authorized Recipient shall execute a contract prior to providing a Contractor
accessto CHRI. The contract shdl, a a minimum, incorporate by reference and have
appended thereto this Outsourcing Standard.

The Authorized Recipient shdl, in those instances when the Contractor is to perform
duties requiring access to CHRI, specify the terms and conditions of such access; limit
the use of such information to the purposes for which it is provided, limit retention of the
information to a period of time not to exceed that period of time the Authorized
Recipient is permitted to retain such information; prohibit dissemination of the
information except as pecificaly authorized by federd and state laws, regulations, and

standards as well as with rules, procedures, and standards established by the Compact

The Compact Officer/Chief Administrator may not grant such permission unless he/she
has implemented a combined state/federal audit program to triennially audit each
Contractor and Authorized Recipient engaging in outsourcing with the first of such
auditsto be conducted within one year of the signing of the contract.

8state or local Authorized Reci pients based on State or Federal Statutes shall contact the
State Compact Officer/Chief Administrator. Federal or Regulatory Agency Authorized
Recipients shall contact the FBI Compact Officer.
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204

Council and the United States Attorney Generd; ensure the security and confidentiaity

of the information to include confirmation that the intended recipient is authorized to

receive CHRI; provide for audits and sanctions, provide conditions for termination of

the contract; maintain up-to-date records of Contractor personnel who have accessto

CHRI; and ensure that Contractor personne comply with this Outsourcing Standard.

a

The Authorized Recipient shal conduct crimind history record checks of
Contractor personnel having accessto CHRI if such checks are required of the
Authorized Recipient’s personnd having similar access®

The Authorized Recipient shdl ensure that the Contractor maintains Ste security.
The Authorized Recipient shdl ensure that the most current version of both the
Outsourcing Standard and the CJIS Security Policy are incorporated by reference
at the time of contract and/or Option renewd.

The Authorized Recipient shal ensure that the Contractor establishes and
adminigers an Information Technology (IT) Security Program.

The Authorized Recipient shall dlow the FBI to periodicaly test the ahility to

penetrate the FBI's network through the external network connection or system.

The Authorized Recipient shall understand the communications and record capabilities

of the Contractor which has accessto federa or state records through, or because of,

%If anational criminal history record check of government personnel having accessto
CHRI is mandated by a state statute approved by the Attorney General under Public Law
92-544, the State Compact Officer/Chief Administrator must ensure Contractor personnel
having similar access are either covered by the existing law or that the existing law is
amended to include such Contractor personnel prior to authorizing outsourcing
initiatives.
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its outsourcing relaionship with the Authorized Recipient. The Authorized Recipient
ghdl maintain an updated topologica drawing which depicts the interconnectivity of the
Contractor's network configuration.

2.05 TheAuthorized Recipient is responsble for the actions of the Contractor and shall
monitor the Contractor’ s compliance to the terms and conditions of the Outsourcing
Standard. The Authorized Recipient shal certify to the Compact Officer/Chief
Adminigrator that a compliance review was conducted with the Contractor within 90
days of execution of the contract.

2.06 The Authorized Recipient shdl provide written notice of any early voluntary termination
of the contract to the Compact Officer/Chief Adminigtrator or the FBI Compact
Officer.

2.07 The Authorized Recipient shdl appoint an Information Security Officer. The
Authorized Recipient's Information Security Officer shall:

a.  Seveasthe security POC for the FBI CJIS Divison Information Security Officer;
b. Document technical compliance with this Outsourcing Standard; and
c. Egablish a security incident response and reporting procedure to discover,
investigate, document, and report on mgor incidents that Sgnificantly endanger the
security or integrity of the noncrimind justice agency systemsto the CJS Sysems
Officer and the FBI CJ'S Divison Information Security Officer.
3.0 Responsibilities of the Contractor

3.01 The Contractor and its employees shal comply with dl federd and date laws,

regulaions, and standards (including the CJI'S Security Policy) aswell aswith rules,
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3.02

3.03

3.04

3.05

procedures, and standards established by the Compact Council and the United States

Attorney Generd.

The Contractor shdl develop and maintain an I'T security program. The Contractor is

therefore responsible to set, maintain, and enforce the following:

a.  Standardsfor the sdection, supervison, and separation of personnd who have
accessto CHRI.

b. Policy governing the operation of computers, access devices, circuits, hubs, routers,
firewalls, and other components that comprise and support a telecommunications
network and related CJIS systems used to process, store, or transmit CHRI.

The Contractor shal develop and document a security program to comply with the

current Outsourcing Standard and any revised or successor Outsourcing Standard.

The Security Program shall describe the implementation of the security requirements

described in this Outsourcing Standard, the associated Security Training Program, and

the reporting guideines for documenting and communicating security violations and
corrective actions to the Authorized Recipient. The Security Program shdl be subject
to the approva of the Authorized Recipient.

The Contractor shdl be accountable for the management of the Security Program. The

Contractor shdl be respongible for reporting dl security violations of this Outsourcing

Standard to the Authorized Recipient.

Except when the training requirement is retained by the Authorized Recipient, the

Contractor shdl develop a Security Training Program for al Contractor personnd with

access to CHRI prior to ther gppointment/assgnment. Immediate training shal be
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provided upon receipt of notice on any changes to federd and state laws, regulations,
and standards as well as with rules, procedures, and standards established by the
Compact Council and the United States Attorney General. Annua refresher training
ghal dso be provided. The Contractor shal certify to the Authorized Recipient that the
annual refresher training was completed for those Contractor personnel with access to
CHRI. The Security Training Program shal be subject to the approva of the
Authorized Recipient.

3.06 The Contractor shal makeits facilities available for announced and unannounced
security ingpections performed by the Authorized Recipient, the state, or the FBI on
behdf of the Compact Council. Such facilities are dso subject to triennia audits by the
gate and the FBI on behdf of the Compact Council. An audit may aso be conducted
on amore frequent basis.

3.07 The Contractor’s Security Program is subject to review by the Authorized Recipient,
the Compact Officer/Chief Adminigrator, and the FBI CJS Divison. During this
review, provision will be made to update the Security Program to address security
violations and to ensure changesin policies and sandards as well as changesin federd
and state law are incorporated.

3.08 The Contractor shdl maintain CHRI only for the period of time necessary to fulfill their
contractua obligations but not to exceed the period of time that the Authorized
Recipient is authorized to maintain and does maintain the CHRI.

3.09 The Contractor shdl maintain alog of any dissemination of CHRI.
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4.0

5.0

Site Security

4.01

4.02

The Authorized Recipient shdl ensure that the Contractor Steis a physicdly secure
location at al times to protect againgt any unauthorized accessto CHRI.
All vigtors to computer centers and/or termind areas shall be escorted by authorized

personnd at dl times.

Dissemination

5.01

5.02

5.03

5.04

5.05

Only employees of the Contractor, employees of the Authorized Recipient, and such
other persons as may be granted authorization by the Authorized Recipient shall be
permitted access to the system.

The Contractor shal maintain gppropriate and reasonable qudity assurance
procedures.

Access to the system shdl be available only for officia purposes consstent with the
gppended contract. Any dissemination of CHRI data to authorized employees of the
Contractor isto be for officia purposesonly.

Information contained in or about the system will not be provided to agencies other than
the Authorized Recipient or another entity which is specificaly designated in the
contract.

The Contractor shal not disseminate CHRI without the consent of the Authorized
Recipient, and as specificdly authorized by federd and Sate laws, regulations, and
standards as well as with rules, procedures, and standards established by the Compact

Council and the United States Attorney Generd.
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5.06 An up-to-datelog concerning dissemination of CHRI shal be maintained by the
Contractor for a minimum one year retention period. Thislog must clearly identify: (A)
the Authorized Recipient and the secondary recipient with unique identifiers, (B) the
record disseminated, (C) the date of dissemination, (D) the tatutory authority for
dissemination, and (E) the means of dissemination.

5.07 The Contractor shdl protect against any unauthorized persons gaining access to the
equipment, any of the data, or the operational documentation for the syssem. Inno
event shal copies of messages or CHRI be disseminated other than as contracted and
governed by this Outsourcing Standard.

5.08 All access attempts are subject to recording and routine review for detection of
inappropriate or illegd activity.

5.09 The Contractor’s system shdl be supported by awell-written contingency plan.

Personnel Security

6.01 If alocd, state, or federd written standard requires acrimind history record check of
the Authorized Recipient's personnel with accessto CHRI, then acrimind history
record check shall be required of the Contractor's employees having accessto CHRI.
The crimind history record check of Contractor employees at aminimum will be no
less stringent than the crimind history record check that is performed on the Authorized
Recipient’s personnd performing smilar functions. Crimina history record checks must

be completed prior to performing work under the contract.

Attachment 4, Page 31



6.02

6.03

6.04

If alocd, sate, or federd written standard requires a criminal history record check for
support personnel, contractors, and custodial workers who work in a physically secure
location, then a crimind hitory record check shal be required for these individuas,
unlessthese individuas are escorted by authorized personnd at dl times. The crimind
history record check for these individuds at a minimum will be no less stringent than the
crimina history record check that is performed on the Authorized Recipient’ s support
personnd, contractors, and custodid workers performing smilar functions. Crimina
history record checks must be completed prior to performing work under the contract.
The Contractor shall ensure that each employee performing work under the contract is
aware of the requirements of the Outsourcing Standard and the state and federd laws
governing the security and integrity of CHRI. The Contractor shdl confirm that each
employee understands the Outsourcing Standard requirements and laws that apply to
his’her responghilities.

If acriminal history record check is required, the Contractor shal maintain alist of

personnel who successfully completed the crimina history record check.

7.0  System Security

7.01

The Contractor’s security system shdl comply with the CJ'S Security Policy in effect at
the time the Outsourcing Standard is incorporated into the contract and with successor
versons of the CJIS Security Policy asthey are made known to the Contractor by the

Authorized Recipient.
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a

If CHRI can be accessed by unauthorized personnel viaWide Area
Network/Local Area Network or the Internet, then the Contractor shal protect the
CHRI with firewal-type devices to prevent such unauthorized access. These
devices shdl implement a minimum firewall profile as specified by the CIS Security
Policy in order to provide a point of defense and a controlled and audited access to
CHRI, both from inside and outside the networks.

Daaencryption shal be required throughout the network passing CHRI through a

shared public carrier network.

7.02 The Contractor shdl provide for the secure storage and disposal of dl hard copy and

7.03

media associated with the system to prevent access by unauthorized personnel.

a

b.

CHRI shdl be stored in a physcaly secure location.

The Authorized Recipient shall ensure that a procedure isin place for sanitizing dl
fixed storage media (e.g., disks, drives, backup storage) at the completion of the
contract and/or before it is returned for maintenance, disposal or reuse. Sanitization

procedures include overwriting the media and/or degauissing the media

To prevent and/or detect unauthorized access to CHRI in transmission or storage, each

Authorized Recipient must be identified by an ORI or state assgned identifier, and each

Contractor or sub-Contractor must be uniquely identified.
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8.0  Security violations
8.01 Dutiesof the Authorized Recipient and Contractor

a. The Contractor shdl develop and maintain awritten policy for discipline of
Contractor employees who violate the security provisons of the contract, which
includes this Outsourcing Standard that is incorporated by reference.

b. Pending investigation, the Contractor shal immediatdy suspend any employee who
commits a security violation from assgnmentsin which he/she has accessto CHRI
under the contract.

c. The Contractor shdl immediately notify the Authorized Recipient of any security
violation or termination of the contract, to include unauthorized access to CHRI
made available pursuant to the contract. Within five caendar days of such
notification, the Contractor shall provide the Authorized Recipient awritten report
documenting such security violation, any corrective actions taken by the Contractor
to resolve such violation, and the date, time, and summary of the prior notification.

d. The Authorized Recipient shdl immediately notify the State Compact Officer/Chief
Adminigrator and the FBI Compact Officer of any security violaion or termination
of the contract, to include unauthorized access to CHRI made available pursuant to
the contract. The Authorized Recipient shall provide a written report of any
Security violation (to include unauthorized access to CHRI by the Contractor) to the
State Compact Officer/Chief Adminigtrator, if gpplicable, and the FBI Compact

Officer, within five cdendar days of recaipt of the written report from the
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8.02

8.03

Contractor. The written report must include any corrective actions taken by the

Contractor and the Authorized Recipient to resolve such security violation.

Termination of the contract by the Authorized Recipient for security violations

a. The contract is subject to termination by the Authorized Recipient for security

violationsinvolving CHRI obtained pursuant to the contract.

. The contract is subject to termination by the Authorized Recipient for the

Contractor’ s failure to notify the Authorized Recipient of any security violation or to
provide a written report concerning such violation.

If the Contractor refusesto or isincapable of taking corrective actions to
successfully resolve a security violation, the Authorized Recipient shdl terminate the

contract.

Sugpension or termination of the exchange of CHRI for security violations

a. Notwithstanding the actions taken by the State Compact Officer, if the Authorized

Recipient fallsto provide awritten report notifying the State Compact Officer/Chief
Adminigtrator or the FBI Compact Officer of a security violation, or refusesto or is
incapable of taking corrective action to successfully resolve a security violation, the
Compact Council or the United States Attorney Generd may suspend or terminate
the exchange of CHRI with the Authorized Recipient pursuant to 28 C.F.R.
8906.2(d).

If the exchange of CHRI is suspended, it may be reingtated after satisfactory written

assurances have been provided to the Compact Council Chairman or the United
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States Attorney Generd by the Compact Officer/Chief Adminigtrator, the
Authorized Recipient and the Contractor that the security violation has been
resolved. If the exchange of CHRI is terminated, the Contractor’ s records
(including media) containing CHRI shdl be immediately deleted or returned as

spedified by the Authorized Recipient.

8.04 The Authorized Recipient shdl provide written notice (through the State Compact

8.05

8.06

Officer/Chief Adminigrator if gpplicable) to the FBI Compact Officer of the following:

a. Thetermination of acontract for security violaions.

b. Security violaions involving the unauthorized accessto CHRI.

c. The Contractor’s name and unique identification number, the nature of the security
violation, whether the violation was intentiona, and the number of times the violation
occurred.

The Compact Officer/Chief Administrator, Compact Council and the United States

Attorney Generd reserve the right to investigate or decline to investigate any report of

unauthorized accessto CHRI.

The Compact Officer/Chief Administrator, Compact Council, and the United States

Attorney Generd reserve the right to audit the Authorized Recipient and the

Contractor's operations and procedures at scheduled or unscheduled times. The

Compact Council, the United States Attorney General, and the state are authorized to

perform afind audit of the Contractor's systems after termination of the contract.
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9.0

Miscellaneous provisions

9.01

9.02

9.03

9.04

9.05

9.06

This Outsourcing Standard does not confer, grant, or authorize any rights, privileges, or
obligations to any persons other than the Contractor, the Authorized Recipient,
Compact Officer/Chief Administrator (where gpplicable), CJIS Systems Agency, and
the FBI.

The following document is incorporated by reference and made part of this Outsourcing
Standard: (1) the CJIS Security Policy.

The terms et forth in this document do not condtitute the sole understanding by and
between the parties hereto; rather they provide a minimum basis for the security of the
system and the CHRI accessed therefrom and it is understood that there may be terms
and conditions of the appended contract which impose more stringent requirements
upon the Contractor.°

The minimum security measures as outlined in this Outsourcing Standard may only be
modified by the Compact Council. Conformance to such security measures may not be
less dringent than stated in this Outsourcing Standard without the consent of the
Compact Council in consultation with the United States Attorney Generdl.

This Outsourcing Standard may only be modified by the Compact Council and may not
be modified by the parties to the gppended contract without the consent of the
Compect Council.

Appropriate notices, assurances, and correspondence to the FBI Compact Officer,

10such conditions could include additional audits, fees, or Security requirements.
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Compact Council, and the United States Attorney Genera required by Section 8.0 of
this Outsourcing Standard shdl be forwarded by First Class Mail to:

FBI Compact Officer

1000 Custer Hollow Road

Module C 3

Clarksburg, WV 26306

Dated:

DonnaM. Uzzd|

Compact Council Chairman
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Bl LLI NG CODE 4410-02P

NATI ONAL CRI ME PREVENTI ON AND PRI VACY COVPACT COUNCI L

AGENCY: National Crinme Prevention and Privacy Conpact
Counci | .
ACTI ON: Notice of approved nethods of positive
identification for noncrimnal justice purposes.

Aut hority: 42 U.S. C., 14616.
SUMMARY: At its May 2004 neeting the Conpact Council,
establi shed by the National Crinme Prevention and Privacy
Conpact (Conpact), approved two nethods for determ ning
positive identification [defined in Article I (20) of the
Conpact] for noncrimnal justice purposes. For future
updates to the Conpact Council's list of approved nethods
of positive identification for noncrimnal justice
pur poses, interested parties should contact the FBI's
Conmpact Council Office.
DATES: Submt comments on or before [I NSERT DATE 30 DAYS
AFTER DATE OF PUBLI CATION I N THE FEDERAL REG STER].
ADDRESSES: Comments concerning this notice my be mail ed
to the FBI CJIS Division, Attn: FBI Conpact O ficer,
Modul e C-3, 1000 Custer Holl ow Road, Cl arksburg, W

26306, or comments may be submtted by facsimle to the
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FBI Conpact Officer at (304) 625-5388. Comments nay al so

be sent by electronic mail (e-mail) to: tconmmodo@ eo. gov.
Pl ease submt e-mail coments in a Corel Word Perfect
file, Mcrosoft Word file, or ASCII file format al ong
with your name, agency name, and contact information.
Pl ease identify all coments in electronic form as
"Comments to Definition of Positive ldentification".
SUPPLEMENTARY | NFORMATI ON: Pursuant to title 42, United
St ates Code, 8§ 14616, Article VlI(e), the Conpact Council
is publishing this notice of two approved met hods for
determ ning positive identification for noncrim nal
justice purposes. By way of background, Article I (20)
of the Conpact defines positive identification as:
"The term ' positive identification' neans a
determ nati on, based upon a conparison of
fingerprints or other equally reliable bionetric
identification techniques, that the subject of a
record search is the sane person as the subject of a
crimnal history record or records indexed in the
1l System Ildentifications based solely upon a
conpari son of subject's nanes or other nonuni que
identification characteristics or nunbers, or
conbi nati ons thereof, shall not constitute positive

identification."
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Due to innovative noncrimnal justice initiatives in
both state and federal communities, the Conpact Counci
has received a nyriad of inquiries regarding the Conpact
Council's interpretation of this definition. |In order to
clarify the Conpact's definition of positive
identification, anrdunrder—the—autherity—of—Artiecle
YH-a)(+A)y+— the Conpact Council has approved two net hods
for determ ning positive identification for exchanging
crimnal history record information (CHRI) for
noncri m nal justice purposes.

In the crimnal justice conmunity, ten-rolled
fingerprints has been the nethod to determ ne positive
identification for over 80 years. The use of ten-rolled
fingerprints has also served as the standard busi ness
practice in the noncrimnal justice community. As a
result of this long standing practice and reliability of
using ten-rolled fingerprints to determ ne positive
identification, the Conpact Council formally accepted
ten-rolled fingerprints as one nethod of positive
identification for exchanging CHRI for noncrimna
justice purposes.

I n support of the recent National Fingerprint-based
Appl i cant Check Study (N-FACS) conducted by the FBI's

Crimnal Justice Information Services (CJI'S) Division,
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t he Conpact Council exam ned the N-FACS results regarding
the reliability of using ten-flat fingerprints for

determ ning positive identification. After close

exam nation of various N-FACS pilot program findings, the
Conpact Council formally accepted ten-flat fingerprints
as anot her method for determ ning positive identification

for noncrimnal justice purposes. Eaeh—authorizedstate

: o
ten—HHat—Hnrgerprats—wth—t+heFBHsGCH S Divistoen—
Further, the definition in Article | (20) of the
Conpact refers to a "conparison of fingerprints” wthout
speci fying the nunmber of fingerprint imges.
Accordi ngly, the Conpact Council has determ ned that the
definition is flexible enough to accommdate any future
position the Conpact Council may favor concerning the use
of less than ten-rolled or ten-flat fingerprints when
acceptable reliability is sufficiently docunented. Fhe
Compact—Counei—reecormends—that—+Future alternatives for
determ ning positive identification nust be coordinated
with the FBI's CJI'S Divisions- and t+hat the scientific
reliability may— should not significantly deviate from
the reliability of ten-rolled fingerprints, ten-fl at
fingerprints, and other Conpact Council accepted nethods

for positive identification for noncrimnal justice

(Attachnment 5) Topic #5, Attachnment #1, Page 4



pur poses; nor shall it degrade the search accuracy and/or
conputing capacity of the FBI's CJIS Division's

| ntegrated Automated Fingerprint ldentification System

(1 AFI S).

FOR FURTHER | NFORMATI ON CONTACT: M. Todd C. Commpdore,
304- 625- 2803.

Dat ed:

Donna Uzzel |
Chai r man
Conpact Counci |
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Department of State,
Bureau of Consular
Affairs
Two-Print Pilot

Criminal Justice Information Services Division
Federal Bureau of Investigation

| Common Objective

Prevent Terrorism
and
Promote the Nation’s Security

National Crime Prevention and
Privacy Compact Definition

Positive Identification: A determination,
based upon a comparison of fingerprints or other
equally reliable biometric identification
techniques, that the subject of a record search is
the same person as the subject of a criminal
history record or records indexed in the 111
System.
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Definition Clarification

After close examination of various National
Fingerprint-based Applicant Check Study
(N-FACS) pilot program findings, the
Compact Council formally accepted ten-flat
fingerprints as another method for
determining positive identification for
noncriminal justice purposes.

| Department of State,

| Bureau of Consular Affairs

Pilot Projects

*After CLASS Hit

*Ciudad Juarez, Mexico

eMexico City, Mexico

eGuadalajara, Mexico

Monterrey, Mexico
<After IDENT Hit

eSan Salvador

Mexico City, 10 flats and May |16 months=
Mexico rolled 2003 5,700
*electronic* ’
Ciudad 10 flats and Nov 11 months=
Juarez, rolled
Mexico *electronic* 2003 1,600
) 10 flats .
Guadalajara, i . April 5 months=
Mexico Single digit | 5504 1,100
Scanner
Sept _
Mc’\JAnte_rrey, Slap Device 28, 1 m102n7th =
exico 2004
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San Salvador Pilot

*2-print Visa applicant search against the IDENT
U.S. VISIT System at the San Salvador Consulate
Office
*DOS, Bureau of Consular Affairs, will submit the
two prints electronically to the to CJIS Division
with

*Quoted FBI Number

<2 flat index fingerprint images

sLimited biographic information T

| IAFIS Process Flow

Incoming
2 print [ ey Quoted
transaction FBI #
7

l1tol
Verification

Study Deliverables

Six month study will determine:

*Best business process to perform 2 print verifications
*Processing resources required for 2 print identifications
*Success rates of comparisons, identifications,
and verifications
*Whether the verification process serves the needs of both
the FBI and the State Department

With State Department concurrence, the final study
report will be presented to the Compact Council
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Questions?

Tracy Pacoe
FBI, CJIS Division
304-625-4317
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PROTECT ACT PILOT|PROGRAM

Status Report
D

C D)

What is the PROTECT Act?

e In April 2003, the President signed into law the Prosecutorial
Remedies and Other Tools to end the Exploitation of Children
Today Act.

e The Act required the Attorney General to establish a pilot program
for volunteer groups to obtain national and state fingerprint-based
criminal history background checks.

- National Mentoring Partnership
- Boy & Girls Clubs of America
- National Council of Youth Sports

e The pilot program began on July 29, 2003 and will end January
31, 2005 (18 months)

11/01/2004

C D)

What is the purpose of the pilot program?

e The purpose of the pilot program is to evaluate models for
performing criminal background checks on individuals who work
with children, the elderly and the disabled.

11/01/2004

Attachment 7



C D)

Who is participating in the pilot program?
. |

o Participating States

- Montana

- Tennessee

- Virginia

- Florida
e Volunteer Organizations

- National Mentoring Partnership

- Boys & Girls Clubs of America

- National Council of Youth Sports

11/01/2004

C D)

Fitness Determinations
. |

e The National Center for Missing and Exploited Children makes the
determination whether an individual has a criminal history record
that renders him or her unfit to provide care to children based on
the following criteria:

All felonies.

Any lesser crime involving force or threat of force against a person.

Any lesser crime in which sexual relations is an element, including
“victimless” crimes.

Any lesser crime involving controlled substances (not paraphernalia
or alcohol).

Any lesser crime involving cruelty to animals.

11/01/2004

D

Total Submissions Received

.
2000

1800 M

1600

1400

1200

1000

800

600 ]

400 —

wot————HHHHHHHHA

# 9 @*W”‘@@@v‘“@j & &

11/01/2004

Attachment 7




Status of Background Checks*
.|

Total submissions received — 6,225

Total number of rejections — 1,110

Reject rate — 18 percent

Total submissions processed — 5,115

Total number of identifications — 510

Identification rate — 10 percent

e Appeals/Requests for criminal history records received — 49
- 16 records were updated

* As of 11/01/2004

11/01/2004

)

Results of Fitness Determinations
. ]

2% 2%

O1%

* Green with record

11/01/2004

C D)

Accomplishments
. |
e The FBI CJIS Division has test several new
technical and operational processes
- Manual In — Electronic Out
- Paper Check Conversion

- Electronic Submission of fingerprints via LEO
- Record Challenge Process

11/01/2004
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Other Issues
. |
e Survey of volunteer organizations
e Ad Hoc studies
e Proposed extension of the pilot program

11/01/2004
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NATI ONAL CRI ME FREMENNG CCOZED 42RI0/AR2P COMPACT COUNCI L
28 CFR Part 904
[ NCPPC 108]

Crimnal History Record Screening for Authorized Noncrininal Justice
Pur poses
AGENCY: National Crine Prevention and Privacy Conpact Counci l
ACTI ON:  Proposed rule, with request for coments.
SUMMARY: The Conpact Council, established pursuant to the National
Crinme Prevention and Privacy Conpact (Compact), is publishing a rule to
establish crimnal history record screening standards for crimna
hi story record information received fromthe Interstate Identification
Index (I11) for authorized noncrimnal justice purposes.
DATE: Subnmit comments on or before [|I NSERT DATE 30 DAYS AFTER DATE OF
PUBLI CATI ON I N THE FEDERAL REG STER].
ADDRESSES: Send all written conments concerning this proposed rule to
t he Conpact Council O fice, 1000 Custer Holl ow Road, Module C3,
Cl arksburg, W 26306; Attention: Todd C. Commpdore. Comrents nmmy al so
be submitted by fax at (304)625-5388 er—by—eleectronie—rai—at

teormpde@ece—gey. To ensure proper handling, please reference "Record

Screeni ng Procedures Docket No. 108" on your correspondence. You nay

view an el ectronic version of this proposed rule at ww.reqgul ations. gov.

You may al so conment via electronic mail at tcommodo@ eo.gov or by using

t he ww. requl ati ons. gov comment form for this regulation. Wen
submitting comments electronically you nmust include NCPPC Docket No. 108
in the subject box.

FOR FURTHER | NFORMATI ON CONTACT: Ms. Donna M Uzzell, Conpact Counci
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Chai rman, Florida Departnent of Law Enforcenent, P. O Box 1489,
Tal | ahassee, FL 32302, tel ephone nunber (850) 410-7100.
SUPPLEMENTARY | NFORMATI ON

The National Crine Prevention and Privacy Conpact, 42 U S.C
14611- 16, {theCorpact) establishes uniform standards and processes for
the interstate and federal -state exchange of crimnal history records
for noncrimnal justice purposes. The Conpact was approved by the
Congress on Cctober 9, 1998, (Pub. L. 105-251) and becane effective on

April 28, 1999, when ratified by the second state.

. : o . . I o . .
. . I B : e ?
that—use—f See28CFRPart—06-85(f}+— Article VI of the Conpact

establishes a Conpact Council "which shall have the authority to
promul gate rul es and procedures governing the use of the Ill systemfor
noncrimnal justice purposes, not to conflict with FBI admi nistration of
the I'll systemfor crimnal justice purposes". The Council fnds is
proposi ng this rul e +te—be——consistent—withtheintent under the authority
of Conpact Article VI.
Background—

The Conpact requires that each Party State appoint a Conpact
officer to regulate the in-state use of records received by nmeans of the
1l systemfromthe FBI or fromother Party States. Since January 2003,

Nonparty States may sign a nmenorandum of understanding (MOU) with the
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Conpact Council voluntarily binding the Signatory Nonparty States to the
Council's rules, procedures, and standards for the noncrininal justice
use of the Ill System The MOUs between Nonparty States and the Conpact
Council are one nechanismto ensure system policy conpliance until the
states beconme Conpact signatories. |In order to inplement Article
IV(c) €3>, which provides inter alia that records obtained under the
Conpact by the requesting jurisdiction my only be used for the purpose
requested and that the receiving jurisdiction nust delete entries that
may not |egally be used for a particular noncrimnal justice purpose,
t he Conpact Council is establ-shing proposing this rule to ensure that
only legally authorized records are used for particular noncrimna
justice purposes. This proposed rule will also facilitate nationa
uniformty in crimnal history record screening and editing practices
applicable to information received via the Il System for noncrim na
justice purposes.
Admi ni strative Procedures and Executive Orders
Admi ni strative Procedures Act

This rule is published by the Conpact Council as authorized by the
National Crinme Prevention and Privacy Conpact (Conpact), an
interstate/federal conpact which was approved and enacted into | aw by
Congress pursuant to Pub. L. 105-251. The Conpact Council is conposed
of 15 nmenbers (with 11 state and | ocal governnental representatives)s
anrd—s—authorzed—by—theCorpact—to promtgate—rues—andprocedures—For
the—effeeti-ve—and—proper—use—ef—thetnterstatetdentifiecationtndex
HHH—Systemfoer—nonermral—fustice—purpoeses. The Conpact specifically

provi des that the Council shall prescribe rules and procedures for the
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effective and proper use of the Ill System for noncrininal justice
pur poses, and mandates that such rules, procedures, or standards

establ i shed by the Council shall be published in the Federal Register

See 42 U.S.C. 14616, Articles 11(4), VI(a)(1), and VI(e). This
publication conplies with those requirenents.

Executive Order 12866
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The Conpact Council is not an executive departnment or independent
regul atory agency as defined in 44 U S.C. 3502; accordingly, Executive
Order 12866 is not applicable.

Executive Order 13132

The Conpact Council is not an executive departnment or independent
regul atory agency as defined in 44 U S.C. 3502; accordingly, Executive
Order 13132 is not applicable. Nonet hel ess, this Rule fully conplies
with the intent that the national governnent should be deferential to
the States when taking action that affects the policymaking discretion
of the States.

Executive Order 12988

The Conpact Council is not an executive agency or independent
establi shment as defined in 5 U S.C. 105; accordingly, Executive Order
12988 is not applicable.

Unf unded Mandat es Ref orm Act

Approxi mately 75 percent of the Conpact Council nenbers are
representatives of state and | ocal governnments; accordingly, rules
prescri bed by the Conpact Council are not Federal mandates.
Accordingly, no actions are deened necessary under the provisions of the
Unfunded Mandates Reform Act of 1995.

Smal | Busi ness Regul atory Enforcenent Fairness Act of 1996

The Smal | Busi ness Regul atory Enforcenent Fairness Act (Title 5,
U.S.C. 801-804) is not applicable to the Council’s rule because the
Conpact Council is not a "Federal agency" as defined by 5 U S.C. 804(1).
Li kewi se, the reporting requirement of the Congressional Review Act

(Subtitle E of the Small Business Regul atory Enforcenent Fairness Act)
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does not apply. See 5 U. S.C. 804.
Li st of Subjects in 28 CFR Part 904

Crinme, Health, Privacy

Accordingly, title 28 of the Code of Federal Regul ations, Chapter
| X is anmended by adding part 904 to read as foll ows:

PART 904-- STATE CRI M NAL HI STORY RECORD SCREENI NG STANDARDS
Sec.

904.1 Purpose and authority.

904.2 Interpretation of the crimnal history record screening
requi rement.

904.3 State crimnal history record screening standards.

Aut hority: 42 U S.C 14616
Sec. 904.1 Purpose and authority.

Pursuant to the National Crime Prevention and Privacy Conpact
(Conpact), title 42, U S.C., chapter 140, subchapter ||, section 14616,
Article IV (c) €3, the Conpact Council hereby establishes record
screeni ng standards for crimnal history record information received by
means of the Il System for noncrimnal justice purposes.

Sec. 904.2 Interpretation of the crimnal history record screening

requi rement.

HH—system-tor—Rorerrirat- justiee—purpeses—Conpact Article 1V(c)+

provi des that "Any record obtained under this Conpact nmay be used only

for the official purposes for which the record was requested." Further

Article 111(b)(1)(C) —ef—the—Corpact requires that each Party State

appoi nt a Conpact officer who shall "regulate the in-sState use of

records received by neans of the IIl Systemfromthe FBI or from other

Attachment 8, Page 6



Party States." To ensure conpliance with this requirement Hr—eenpaect
states, Conpact O ficers receiving records fromthe FBI or other Party
States are specifically required to "ensure that record entries that may
not legally be used for a particular noncrimnal justice purpose are
del eted fromthe response and, if no information authorized for rel ease
remai ns, an appropriate 'no record' response is comunicated to the
requesting official." —Fhre—Conmpact—Counet—pursuant—to—its—autherity

I . s . .  qeit] . 't .
. o . I . | edit . .
it . . i : o . .

purpoeses— Conpact Article 1V(c)(3).

Sec. 904.3 State crimnal history record screening standards

a—+esut—ef—ahational—seareh—utiHzirg—theH1+—System | n perforning

their obligations under Sec. 904.2, Conpact O ficers shall ensure that

the record screening procedures as set forth bel ow are foll owed.

(ab) The State Criminal History Record Repository or an

aut horized agency in the receiving state will conplete the record
screeni ng required under Sec. 904.2 for all noncrimnal justice

pur poses.
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attoerney—general—formal—determnatien— Authorized officials performng

record screening under Sec. 904.3(a) shall screen the record to
deternm ne what information may legally be dissenm nated for the

aut hori zed purpose for which the record was requested. Such record
screening will be conducted pursuant to the receiving state’'s applicable
statute, executive order, regulation, formal determ nation or directive
of the state attorney general, or other applicable |egal authority.

(cd) |If the state receiving the record reeerrng——statestaws—are
st++ent has no | aw, regul ation, executive order, state attorney genera
directive, or other legal authority providing guidance on the screening
of crimnal history record informati on f~em received fromthe FBI or
another state as a result of a national search anrd—absert—an—executive
erder—er—formal—determnation—bythe stateattorney—general, then the
record screening under Sec. 904.3(a) shall be perfornmed is—te—be
sereened in the same manner in which the state screens its own records

for noncrimnal justice purposes.

Donna M Uzzel |

Conpact Counci | Chairman
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BILLING CODE: 4410-02P
NATIONAL CRIME PREVENTION AND PRIVACY COMPACT COUNCIL
28 CFR Part 905
[NCPPC 109]
Qualification Requirements for Participation in the National Fingerprint File Program
AGENCY: Nationd Crime Prevention and Privacy Compact Council.
ACTION: Proposed rule.
SUMMARY:: The Compact Council (Council), established pursuant to the Nationa Crime
Prevention and Privacy Compact (Compact) Act of 1998, is publishing a proposed rule
requiring a Compact Party to meet minimum qudification sandards while participating in the
Nationd Fingerprint File (NFF) Program.
DATE: Submit comments on or before [INSERT DATE 30 DAYS AFTER DATE OF
PUBLICATION IN THE FEDERAL REGISTER].
ADDRESSES: Send dl written comments concerning this proposed rule to the Compact
Council Office, 1000 Custer Hollow Road, Module C3, Clarksburg, WV 26306; Attention:
Todd C. Commodore. Comments may also be submitted by fax at (304) 625-5388. erby

electronte-mat-at-teormmodo@teo-gov: To ensure proper handling, please reference "NFF

Program Qudification Requirements Docket No 105" ot your sorreepondense  You may view

an eleotrotue vereton of thie propoced rule at www regulatione gov  You may aleo cotrnent via

electronto tatl at tooramodo@les gov of by ueng the www regulatione gov sotnment formn for

thie regulation When cubtnttting cortnente elestrotusally you et mchide NCPPC Docket No
105 1 the cubject box
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FOR FURTHER INFORMATION CONTACT: Ms. DonnaM. Uzzdl, Compact Council
Chairman, Horida Department of Law Enforcement, P. O. Box 1489, Tdlahassee, FL 32302,
telephone number (850) 410-7100.
SUPPLEMENTARY INFORMATION:

This proposed rule requires dl Compact Parties to comply with minimum quaification
gandards while participating in the NFF Program. The standards entitled "Nationd Fingerprint

File Qudification Requirements' are published in the Notices section of today's Federal Regidter;

heredfter, interested parties should acquire a copy of the most current NFF Qudification
Requirements by contacting the Compact Council Office at the address shown above.
Background

Compeact Article VI establishes a Council which has*the authority to promulgate rules
and procedures governing the use of the FBt's Interstate Identification Index (111) System for
noncrimina justice purposes, not to conflict with the FBI administration of the 111 System for
crimind justice purposes* The Council believes the promulgation of this rule and its
accompanying notice will clarify for current and future NFF Program participants the
requirements by which a participant's NFF performance will be measured. The notice related to
this proposed rule contains two sets of Qudlification Requirements - one gpplicable to State
NFF participants and an analogous st for the FBI's NFF participation. The following

paragraphs provide justification for both State and FBI participation in the NFF.
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Party State NFF Perticipation

Compact Article 111 outlines the respongbilities of the Compact Parties. Article I11(b)(3)
provides that each Compact Party State shdl participate in the NFF. See 42 U.S.C. 14616,
Article l1l. The Compact does not set out atime line for NFF participation; to date, Sx
Compact Party States participate in the NFF, while an additional eightiune are in various stages
of preparation to join the NFF Program. The FBI Criminad Justice Information Services (CJS)
Divison's g&ff provides training and guidance to crimind history record repository saff asthe
State prepares for NFF participation.

The CJIS Audit gaff will measure a State's performance in the NFF Program using audit
criteriathat dign with the State NFF Qudification Requirements. The Council will publish a
proposed rule establishing sanctions for noncompliance with its rules, procedures, and standards
for the noncrimina judtice use of the 111 System. The sanctions process outlined therein will be
used by the Council to address noncompliance findings related to the noncrimind justice use of
111, while noncompliance findings related to the crimind justice use of 111 will continue to be
handled by the CJI'S Advisory Policy Board (APB).

FBI NFF Participation

The FBI CJS Divison {prevtoudy-thetdentifrestionBivisony has maintained the NFF
gnceitsinception in 1991 as apilot project. The CJS Divison remans an integra part of the
NFF Program which, when fully implemented, will result in anationd decentraized crimina
history record system. Article |1 of the Compact requires the FBI to, among other things, permit

use of the Nationd Identification Index and the NFF by each Party State. Articlell aso
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establishes an obligation for all Compact Parties to adhere to the Compact and the Compact
Council’ srelated rules, procedures, and standards.

Compact Article 111 requires the FBI Director-appointed Compact Officer to ensure the
Department of Justice and other agencies and organizations that submit crimina history search
requests to the FBI comply with the provisons of the Compact and with the Council's rules,
procedures, and stlandards governing the use the 11 System for noncrimind justice purposes.
Audit reports of the FBI’s crimina history record repository will be provided to the Council,
which will use the results to ensure CJIS Divison compliance with the FBI NFF Quadlification
Requirements. (The FBI and its CJIS APB maintain purview over the crimind justice use of the
Il system. The APB has endorsed the referenced NFF Qudification Requirements and will be
conaulted in any future revisons.)

Administrative Procedures and Executive Orders
Administrative Procedures Act

The Compact Council, composed of 15 membersincluding 11 state and loca
governmenta representatives, is authorized to promulgate rules, procedures, and stlandards for
the effective and proper use of the 111 System for noncrimind justice purposes. The Compact
Council is publishing this rule in compliance with the mandate thet rules, procedures, or

standards established by the Council be published in the Federd Register. See 42 U.S.C.

14616, Articles11(4), VI(a)(1), and VI(e). This publication complies with those requirements.
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Executive Order 12866

The Compact Council is not an executive department or independent regulatory agency
asdefined in 44 U.S.C. 3502; accordingly, Executive Order 12866 is not applicable.
Executive Order 13132

The Compact Council is not an executive department or independent regulatory agency
asdefined in 44 U.S.C. 3502; accordingly, Executive Order 13132 is not applicable.
Nonetheless, this rule fully complies with the intent thet the nationd government should be
deferentid to the States when taking action that affects the policymaking discretion of the States.
Executive Order 12988

The Compact Council is not an executive agency or independent establishment as
defined in 5 U.S.C. 105; accordingly, Executive Order 12988 is not applicable.
Unfunded Mandates Reform Act

Approximately 75 percent of the Compact Council members are representatives of state
and loca governments, accordingly, rules prescribed by the Compact Council are not Federd
mandates. Accordingly, no actions are deemed necessary under the provisions of the Unfunded
Mandates Reform Act of 1995.
Small Business Regulatory Enforcement Fairness Act of 1996

The Small Business Regulatory Enforcement Fairness Act (Fitte's; U.S.C. 801-804) is
not gpplicable to the Council’ s rule because the Compact Council is not a“Federd agency” as
defined by 5 U.S.C. 804(1). Likewise, the reporting requirement of the Congressiona Review
Act (Subtitle E of the Small Business Regulatory Enforcement Fairness Act) does not apply.

See5U.S.C. 804.
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List of Subjectsin 28 CFR Part 905
Crime, Privacy, Information, Safety

Accordingly, Ftitle 28 of the Code of Federd Regulations is amended by adding Part

905 to read as follows:
Part 905—NATIONAL FINGERPRINT FILE (NFF) PROGRAM QUALIFICATION
REQUIREMENTS
Sec.
905.1 Purpose and authority.
905.2 Participation in the NFF Program
Authority: 42 U.S.C. 14616.
8905.1 Purpose and authority.

The purpose of this part 905 isto require each NFF participant to meet the standards
st forth in the NFF Qudiification Requirements as established by the Compact Council
(Council). The Council is established pursuant to the Nationd Crime Prevention and Privacy
Compact Act (Compact), Fitle 42, U.S.C., Chapter140,-SabehapterH,-Seetton § 14616.
§905.2 Participation in the NFF

Each NFF Program participant shal meet the stlandards set forth in the NFF
Qudification Requirements as established by the Council and endereed by the FRI' ¢ Crununal
Tuetioe Information Servioee Advieory Polioy Board. Each participant’s performance will be

audited and measured by criteria designed to assess compliance with those requirements.

Dat ed:

Donna M Uzzel |,

Compact Council Chairman
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Joint Task Force on Rap Sheet
Standardization

Compact Council
November 2004

Objectives of the JTF

» Develop astandardized criminal history
transmission format

Develop astandardized presentation format
Develop a concept of operations which
combines criminal histories from multiple
sourcesinto asingle criminal history

Current Participants
(version 2.2x)

e Maine
— Intrastate September 2002
* Wisconsin
: — Intrastate August 2003
— NLETS October 2003
¢ Kentucky

— Included JTF specification with new criminal history
system October 2003

* FBI
— June 2004
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Volume of Responses

.+ June2004 585657
e July 2004 694,595
* August 2004 729,349

Stylesheet

e XML transmission format vs Stylesheet
— Stylesheet is presentation (and transformation)
— Onetransmission format
— NLETS provides default stylesheet
— Customized stylesheet

Stylesheet Changes

June 2004
e Typical rap sheet size
» Displayed agency name
* Did not impact informational content
. * Reduction from 1029 to 612 lines (40%)
« Specific changes
— Eliminated white space

— Eliminated separator lines between cycle components

— Removed text tags where there is no data (weight not
provided)

— Removed sections where no data provided
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Global Justice Information
Sharing Initiative

 Global operates under the auspices of the
Office of Justice Programs (OJP), U.S.
Department of Justice

» Globa advisesthe federa government,
specifically through the Assistant Attorney
General, OJP, and the U.S. Attorney
Genera, on justice information sharing and
integration initiatives

Global Justice XML Data Model
(GIXDM)

 Built on work of standardized rap sheet and
others

* Intended to be a data reference model for the
exchange of information within the justice and
public safety communities.

* GJXDM and its associated GIXDD are intended
to be used in the development and
implementation of electronic information
exchanges among justice, public safety and
homeland security agencies.

Standardized Rap Sheet
Version 3.0

* Based on GIXDM 3.0.2

Informational content unchanged

. Stylesheet changes implemented in current
version asoincludedin 3.0

Availableat NLETS.ORG — target date
November 16, 2004
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Future Issues

* Mergerap sheets
e Summary section

. » Index responses (multi-hit)
 No record responses

NLETS
XML Implementers Conference
» Assist XML developers with implementing
standardized rap sheet

* » Oneday session onrap sheet

e January 12, 2005

* Phoenix, AZ
Detailsto NLETS representatives
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Submitting Name
Checks via LEO

Presented by
FBI, Criminal Justice Information Services Division
Identification & Investigative Services Section

Background

= Why is the Name Check Service offered?
m Civil submissions rejected twice due to poor image
quality.
m Alternative for individuals that cannot obtain a
fingerprint check due to low quality of fingerprints
(maybe due to age, occupation, heredity, etc.)

m Agencies that have authority to submit fingerprints
for non-criminal justice purposes.

Background

m The CJIS legacy system, Identification Automated
System (IDAS), design enabled the contributor to safely
assume a name check had been performed prior to
rejection of a submission.

m “A Name Check was performed with negative results.”
(Form1-17a)

m Since the implementation of IAFIS in July of 1999, this
assumption can no longer be made. The name search
may or may not have occurred based on the point of
processing where the submission was rejected.

Attachment 11




Name Check Process Established

m The manual name check process was established
in September 5, 2001, for civil submissions
rejected twice due to image quality.

= Image quality rejects: L0008, L0116, L0117,
L0118.

Name Check Request

m Information required by the requesting agency
via facsimile or mail :

= Transaction Control Number (TCN) of rejected
fingerprint submissions

m Originating Agency Identifier (ORI)
m Point of Contact information — name, phone
number and facsimile number
m Agency address
m Required fields include name, DOB
m Sex and Race are not required but Sex is preferable

FBI Responsibility

m FBI personnel confirms requested subject was
rejected twice for image quality

m Return request to agency if all required
information is not provided, or unable to verify
that submissions have been rejected twice

m Notify agency by response/letter if negative
search results are found
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“Automating” the Name Check
Process

= Recommended automation of the Name Check process
m By modifying the L0008 reject message.

m L0008 error message was modified to identify if name
search candidates were found when the 111 portion of
the 1AFIS search was performed.

m |f candidates are found, the message states: "The Quality of
characteristics is too low to be used. However, possible
candidates were found. Please submit a new set of
fingerprints for comparison to the candidate (s)”

m |f no candidate was found, the message states: “The Quality
of characteristics is too low to be used.”

Enhancements to Program

= Ability to submit request
via LEO now available!!

m Response may be returned
via email (must be LEO)

m Benefits

= Paperless
= More convenient

Name Checks via LEO

m Form is located under LEOSIG
= PUBLICSIG
= CJIS
= PROGRAMS
u |1l
m On-Line Namesearch Form

Or at the following internet address:

m http://home.leo.gov/lesig/cjis/programs/iii/
namesearch/Name_search_request.htm
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Questions?

m For Further information contact the
1SS Customer Service Area
= Telephone (304)625-5590
or
m Email us at (NameCheck@LEO.gov or
Liaison@LEO.gov)
m Need access to LEO? Contact Stacey

Davis at (304) 625-2618
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